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Module 0 Course Introduction

Course overview
Video: About this Course

About this course

About This Course

AZ900TO01: Azure Fundamentals

This course will provide foundational level knowledge of cloud services and how those services are
provided with Microsoft Azure. The course can be taken as an optional first step in learning about cloud
services and Microsoft Azure, before taking further Microsoft Azure or Microsoft cloud services courses.

In this course you will learn how to:

Understand general cloud computing concepts
Understand core services available with Microsoft Azure
Understand security, privacy, compliance and trust with Microsoft Azure

Understand pricing and support models available with Microsoft
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Course prerequisites

There are no pre-requisites for taking this course. Technical IT experience is not required however some
general IT knowledge or experience would be beneficial.

Audience

The course is intended for a broad range of candidate backgrounds. It is suitable for candidates with
non-technical backgrounds, such as those involved in selling or purchasing cloud based solutions and
services or who have or will have some involvement with cloud based solutions and services.

It would also be suitable for candidates with a technical background who may be looking to take a first
look at cloud services and Microsoft Azure.

Hands-on

There are no labs or structured hands on components in this course. However we would encourage and
recommend, that you sign up for a free Microsoft Azure account, on the page Create your free account
today’, at the start of the course and try to identify and try out some of the areas as you come across
them in the course.

You can also follow the demo Create Free Azure Account at the end of this lesson to assist in creating an
Azure Free Account.

Course Syllabus

The course structure is as follows:
e Module 0: Course Introduction
e Course Overview
e Pre-Course Survey
e Module 1 - Cloud Concepts
e Lesson 1 - Learning Objectives
e Lesson 2 - Why Cloud Services?
e Lesson 3 - Types of Cloud models
e Lesson 4 - Types of Cloud Services
e Lesson 5 - Module 1 Review Questions
e Lesson 6 - Module 1T Summary
e Module 2 - Core Azure Services
e Lesson 1 - Learning Objectives
e Lesson 2 - Core Azure Architectural components
e Lesson 3 - Core Azure Services and Products
e Lesson 4 - Azure Solutions

e Lesson 5 - Azure management tools

1  https://azure.microsoft.com/free
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Lesson 6 - Module 2 Review Questions

Lesson 7 - Module 2 Summary

Module 3 - Security, Privacy, Compliance and Trust

Lesson 1 - Learning Objectives

Lesson 2 - Securing network connectivity in Azure

Lesson 3 - Core Azure Identity services

Lesson 4 - Security tools and features

Lesson 5 - Azure governance methodologies

Lesson 6 - Monitoring and Reporting in Azure

Lesson 7 - Privacy, Compliance and Data Protection standards in Azure
Lesson 8 - Module 3 Review Questions

Lesson 9 - Module 3 Summary

Module 4 - Azure Pricing and Support

Lesson 1 - Learning Objectives

Lesson 2 - Azure subscriptions

Lesson 3 - Planning and managing costs

Lesson 4 - Support options available with Azure
Lesson 5 - Azure Service Level Agreements (SLAs)
Lesson 6 - Service lifecycle in Azure

Lesson 7 - Module 4 Review Questions

Lesson 8 - Module 4 Summary

Module 5 - Final Exam

Lesson 1 - Graded Final Exam

Module 6 - Course End

Lesson 1 - Course Complete

Lesson 2 - Post — Course Survey

Course Components

This course is composed of the following elements:

Content Topics: Contain text-based content, graphics, references and notes.

Videos and Demos: Are located throughout the course to explain concepts and key areas of learning
as well as walkthrough's of some core component configuration.

Module Review Questions: Are located at the end of each module and check your general under-

standing of the key concepts. They are for learning purposes only and are not graded.

Final Exam: Located at the end of the course and evaluates your overall knowledge. This a graded
event.
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e Pre- and Post-Course Surveys: Surveys are included at the start and end of the course. We ask users
to complete to allow us improve and maintain the course.

e Hands-on: There are no labs or structured hands on components in this course. However we would
encourage and recommend, that you sign up for a free Microsoft Azure account, on the page Create
your free account today?, at the start of the course and try to identify and try out some of the areas
as you come across them in the course.

References

Core sources of reference which are used in this course and which may be of use to you are:
e Microsoft Azure Homepage®

e Microsoft Azure Documentation site*

Demo: Create Free Azure Account

2 https://azure.microsoft.com/free
3 https://azure.microsoft.com/en-us/
4 https://docs.microsoft.com/en-us/azure/



Module 1 Cloud Concepts

Learning Objectives

Learning Objectives

After completing this module, you will be able to:

Describe and understand cloud services and their benefits.

Understand key terms you will encounter when working with cloud services.
Understand public, private, and hybrid cloud models.

Understand infrastructure as a service (laaS).

Understand platform as a service (PaaS).

Understand software as a service (SaaS).
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Why Cloud Services

Video: Cloud Services

Key Concepts and Terms

Key concepts and terms

What is cloud computing?

Cloud computing is the delivery of computing services—servers, storage, databases, networking, soft-
ware, analytics, intelligence and more—over the internet (the cloud), enabling faster innovation, flexible
resources, and economies of scale. You typically pay only for cloud services you use, helping lower your
operating costs, run your infrastructure more efficiently, and scale as your business needs change.

Cloud services is a big shift from the traditional way businesses think about IT resources. Cloud services

have particular characteristics and considerations, some of which are outlined and explained below:

High availability. The ability to keep services up and running for long periods of time, with very little
downtime, depending on the service in question.

Scalability. The ability to increase or decrease resources for any given workload. You can add addi-
tional resources to service a workload (known as scaling out), or add additional capabilities to manage
an increase in demand to the existing resource (known as scaling up). Scalability doesn't have to be
done automatically

Elasticity. The ability to automatically or dynamically increase or decrease resources as needed. Elastic
resources match the current needs, and resources are added or removed automatically to meet future
needs when it's needed, and from the most advantageous geographic location. A distinction between
scalability and elasticity is that elasticity is done automatically

Agility. The ability to react quickly. Cloud services can allocate and deallocate resources quickly. They
are provided on-demand via self-service, so vast amounts of computing resources can be provisioned
in minutes. There is no manual intervention in provisioning or deprovisioning services.

Fault tolerance. The ability to remain up and running even in the event of a component or service no
longer functioning. Typically, redundancy is built into cloud services architecture so if one component
fails, a backup component takes its place. The type of service is said to be tolerant of faults.

Disaster recovery. The ability to recover from an event which has taken down a cloud service. Cloud
services disaster recovery can happen very quickly with automation and services being readily availa-
ble to use.

Global reach. The ability reach audiences around the globe. Cloud services can have presence in
various regions across the globe which you can access, giving you a presence in those regions even
though you may not have any infrastructure in that region.
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e Customer latency capabilities. If customers are experiencing slowness with a particular cloud service,
they are said to be experiencing some latency. Even though modern fiber optics are fast, it can still
take time for services to react to customer actions if the service is not local to the customer. Cloud
services have the ability deploy resources in datacenters around the globe, thus addressing customer
latency issues.

e Predictive cost considerations. The ability for users to predict what costs they will incur for a
particular cloud service. Costs for individual services are made available, and tools are provided to
allow you predict what costs a service will incur. You can also perform analysis based on future
growth.

e Technical skill requirements and considerations. Cloud services can provide and manage hardware
and software for workloads. Therefore, getting a workload up and running with cloud services de-
mands less technical resources than having IT teams build and maintain physical infrastructure for
handling the same workload. A user can be expert in the application they want to run without having
to need skills to build and maintain the underlying hardware and software infrastructure.

e Increased productivity. On-site datacenters typically require a lot of hardware setup (otherwise
known as racking and stacking), software patching, and other time-consuming IT management chores.
Cloud computing eliminates the need for many of these tasks, so IT teams can spend time on achiev-
ing more important business goals.

e Security. Cloud providers offer a broad set of policies, technologies, controls, and expert technology
skills that can provide better security than most organizations can otherwise achieve. The result is
strengthened security, which helps to protect data, apps, and infrastructure from potential threats.

Note: You can read more conceptual detail about cloud computing on the page What is cloud comput-
ing?" and there is also a term reference guide available on the page Cloud computing Terms?, which
may be of some use.

Economies of Scale

Economies of scale

The concept of economies of scale is the ability to do things more cheaply and more efficiently when
operating at a larger scale in comparison to operating at a smaller scale.

Cloud providers such as Microsoft, Google, and AWS are very large businesses, and are able to leverage
the benefits of economies of scale, and then pass those benefits on to their customers.

This is apparent to end users in a number of ways, one of which is the ability to acquire hardware at a
lower cost than if a single user or smaller business were purchasing it.

1  https://azure.microsoft.com/en-us/overview/what-is-cloud-computing/
2 https://azure.microsoft.com/en-us/overview/cloud-computing-dictionary/



8 Module 1 Cloud Concepts

Storage costs, for example, have decreased significantly over the last decade due in part to cloud provid-
ers' ability to purchase larger amounts of storage at significant discounts. They are then able to use that
storage more efficiently, and pass on those benefits to end users in the form of lower prices.

There are limits to the benefits large organizations can realize through economies of scale. A product will
inevitably have an underlying core cost, as it becomes more of a commodity, based on what it costs to
produce . Competition is also another factor which has an effect on costs of cloud services.

CapEx Vs OpEx

Capital expenditure (CapEx) versus operational expendi-
ture (OpEx)

In previous years, startup companies needed to acquire a physical premises and infrastructure to start
their business and begin trading. Large amounts of money were need to get a new business up and
running, or to grow an existing company. They would have to buy new datacenters or new servers to
allow them build out new services, which they could then deliver to their customers. That is no longer the
case.

Today, organizations can sign up for a service from a cloud provider to get up and running. This enables
them to begin selling or providing services to their customers more quickly, without the need for signifi-
cant upfront costs.

These two approaches to investment are referred to as:

e Capital Expenditure (CapEx): This is the spending of money on physical infrastructure up front, and
then deducting that expense from your tax bill over time. CapEx is an upfront cost which has a value
that reduces over time.

e Operational Expenditure (OpEx): This is spending money on services or products now and being
billed for them now. You can deduct this expense from your tax bill in the same year. There is no
upfront cost, you pay for a service or product as you use it.
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Companies wanting to start a new business or grow their business do not have to incur upfront costs to
try out a new product or service for customers. Instead, they can get into a market immediately and pay
as much or as little for the infrastructure as the business requires. They also can terminate that cost if and
when they need to.

If your service is busy and you consume a lot of resources in a month, then you receive a large bill. If
those services are minimal and don't use a lot of resources, then you will receive a smaller bill.

A business can still use the CapEx expenditure strategy if they wish, but it is no longer a requirement that
they do so.

Consumption based model

Consumption-based model

Cloud service providers operate on a consumption-based model, which means that end users only pay for
the resources that they use. Whatever they use is what they pay for.

This consumption-based model brings with it many benefits, including:

e No upfront costs

e No need to purchase and manage costly infrastructure that they may or may not use to its fullest
e The ability to pay for additional resources if and when they are needed

e The ability to stop paying for resources that are no longer needed
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Types of Cloud models
Video: Cloud Models

Public Cloud

Public cloud

A public cloud is owned by the cloud services provider (also known as a hosting provider). It provides
resources and services to multiple organizations and users, who connect to the cloud service via a secure
network connection, typically over the internet.

Public cloud models have the following characteristics:

e Ownership. This is the resources that an organization or end user uses. Examples include storage and
processing power. Resources do not belong to the organization that is utilizing them, but rather they
are owned and operated by a third party such as the cloud service provider.

o Multiple End Users. Public cloud modes may make their resources available to multiple organiza-
tions.

e Public Access. This provides access to the public.
e Availability. This is the most common cloud-type deployment model.

e Connectivity. Users and organizations are typically connected to the public cloud over the internet
using a web browser.

e Skills. Public clouds do not require deep technical knowledge to set up and use its resources.

With a public cloud, there is no local hardware to manage or keep up to date; everything runs on the
cloud provider's hardware. In some cases, cloud users can save additional costs by sharing computing
resources with other cloud users.

A common use case scenario is deploying a web application or a blog site on hardware and resources
that are owned by a cloud provider. Using a public cloud in this scenario allows cloud users to get their
website or blog up quickly, and then focus on maintaining the site without having to worry about
purchasing, managing or maintaining the hardware on which it runs.
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Businesses can use multiple public cloud service provider companies of varying scale. Microsoft Azure is
an example of a public cloud provider.

Private Cloud

Private cloud

A private cloud is owned and operated by the organization that uses the resources from that cloud. They
create a cloud environment in their own datacenter, and provide self-service access to compute resources
to users within their organization. The organization remains the owner, entirely responsible for the
operation of the services they provide.

Private cloud models have the following characteristics:

Ownership. The owner and user of the cloud services are the same.

Hardware. The owner is entirely responsible for the purchase, maintenance, and management of the
cloud hardware.

Users. A private cloud operates only within one organization and cloud computing resources are used
exclusively by a single business or organization.

Connectivity. A connection to a private cloud is typically made over a private network that is highly
secure.

Public access. Does not provide access to the public.

Skills. Requires deep technical knowledge to set up, manage, and maintain.

A use case scenario for a private cloud would be when an organization has data that cannot be put in the
public cloud, perhaps for legal reasons. For example, they may have medical data that cannot be exposed
publicly.
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Another scenario may be where government policy requires specific data to be kept in-country or
privately.

A private cloud can provide cloud functionality to external customers as well, or to specific internal
departments such as Accounting or Human Resources.

Hybrid Cloud
Hybrid cloud

A hybrid cloud combines both public and private clouds, allowing you to run your applications in the
most appropriate location.

Hybrid cloud models have the following characteristics:

e Resource location. Specific resources run or are used in a public cloud, and others run or are used in
a private cloud.

e Cost and efficiency. Hybrid cloud models allow an organization to leverage some of the benefits of
cost, efficiency, and scale that are available with a public cloud model.

e Control. Organizations retain management control in private clouds.

e Skills. Technical skills are still required to maintain the private cloud and ensure both cloud models
can operate together.

An example of a hybrid cloud usage scenario would be hosting a website in the public cloud and linking
it to a highly secure database hosted in a private cloud.

Hybrid cloud scenarios can be useful when organizations have some things that cannot be put in a public
cloud, possibly for legal reasons. For example, you may have medical data that cannot be exposed public-

ly.
Another example is one or more applications that run on old hardware that can't be updated. In this case,

you can keep the old system running locally in your private cloud, and connect it to the public cloud for
authorization or storage.
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Note: You can read more about Microsoft Azure Hybrid cloud options from the page The only consist-
ent and comprehensive hybrid cloud?

Video: Cloud Model Comparison

Cloud Model Comparison

Cloud model comparison

Below is an outline of some of the advantages and disadvantages for public, private, and hybrid clouds.

Public cloud

e Advantages:

No CapEx. You don't have to buy a new server in order to scale.
Agility. Applications can be made accessible quickly, and deprovisioned whenever needed.

Consumption-based model. Organizations pay only for what they use, and operate under an
OpEx model.

Maintenance. Organizations have no responsibility for hardware maintenance or updates.

Skills. No deep technical skills are required to deploy, use, and gain the benefits of a public cloud.
Organizations can leverage the skills and expertise of the cloud provider to ensure workloads are
secure, safe, and highly available.

e Disadvantages:

Security. There may be specific security requirements that cannot be met by using public cloud.

Compliance. There may be government policies, industry standards, or legal requirements which
public clouds cannot meet.

Ownership. Organizations don't own the hardware or services and cannot manage them as they
may wish.

Specific scenarios. If organizations have a unique business requirement, such as having to
maintain a legacy application, it may be hard to meet that requirement with public cloud services.

Private cloud

e Advantages:

Control. Organizations have complete control over the resources.

3 https://azure.microsoft.com/en-us/overview/hybrid-cloud/
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Security. Organizations have complete control over security.

Compliance. If organizations have very strict security, compliance, or legal requirements, a private
cloud may be the only viable option.

Specific scenarios. If an organization has a specific scenario not easily supported by a public
cloud provider (such as having to maintain a legacy application), it may be preferable to run the
application locally.

o Disadvantages:

Upfront CapEx. Hardware must be purchased for start-up and maintenance.

Agility. Private clouds are not as agile as public clouds, because you need to purchase and set up
all the underlying infrastructure before they can be leveraged.

Maintenance. Organizations have the responsibility for hardware maintenance and updates.

Skills. Private clouds requires in-house IT skills and expertise that may be hard to get or be costly.

Hybrid cloud

e Advantages:

Flexibility. The most flexible scenario; with a hybrid cloud setup, an organization can decide to run
their applications either in a private cloud or in a public cloud.

Costs. Organizations can take advantage of economies of scale from public cloud providers for
services and resources as they wish. This allows them to access cheaper storage than they can
provide themselves.

Control. Organizations can still access resources over which they have total control.
Security. Organizations can still access resources for which they are responsible for security.

Compliance. Organizations maintain the ability to comply with strict security, compliance, or legal
requirements as needed.

Specific scenarios. Organizations maintain the ability to support specific scenarios not easily
supported by a public cloud provider, such as running legacy applications. In this case, they can
keep the old system running locally, and connect it to the public cloud for authorization or
storage. Additionally, they could host a website in the public cloud, and link it to a highly secure
database hosted in their private cloud.

e Disadvantages:

Upfront CapEx. Upfront CapEx is still required before organizations can leverage a private cloud.

Costs. Purchasing and maintaining a private cloud to use alongside the public cloud can be more
expensive than selecting a single deployment model.

Skills. Deep technical skills are still required to be able to set up a private cloud.

Ease of management. Organizations need to ensure there are clear guidelines to avoid confusion,
complications or misuse.
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Types of Cloud Services

Video: Cloud Services

laaS

Infrastructure as a service (laaS)

laaS is the most basic category of cloud computing services. With laaS, you rent IT infrastructure servers
and virtual machines (VMs), storage, networks, and operating systems from a cloud provider on a
pay-as-you-go basis. It's an instant computing infrastructure, provisioned and managed over the internet.

laas
L 1]}
L[]}
R — Ill'n
Servers and storage Networking Data center physical
firewalls/security plant/building

laaS has the following characteristics:
e Upfront costs. laaS has no upfront costs. Users pay only for what they consume.

e User ownership. The user is responsible for the purchase, installation, configuration, and manage-
ment of their own software operating systems, middleware, and applications.

e Cloud provider ownership. The cloud provider is responsible for ensuring that the underlying cloud
infrastructure (such as virtual machines, storage and networking) is available for the user.

Note: When using laaS, ensuring that a service is up and running is a shared responsibility: the cloud
provider is responsible for ensuring the cloud infrastructure is functioning correctly; the cloud customer is
responsible for ensuring the service they are using is configured correctly, is up to date, and is available
to their customers. This is referred to as the shared responsibility model.

Common usage scena rios:

e Migrating workloads. Typically, laaS facilities are managed in a similar way as on-premises infrastruc-
ture, and provide an easy migration path for moving existing applications to the cloud.
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o Test and development. Teams can quickly set up and dismantle test and development environments,
bringing new applications to market faster. laaS makes scaling development testing environments up
and down fast and economical.

e Website hosting. Running websites using laaS can be less expensive than traditional web hosting.

e Storage, backup, and recovery. Organizations avoid the capital outlay and complexity of storage
management, which typically requires a skilled staff to manage data and meet legal and compliance
requirements. laaS is useful for managing unpredictable demand and steadily growing storage needs.
It can also simplify the planning and management of backup and recovery systems.

Note: For more information on laaS see the page What is laaS?*

PaaS

Platform as a Service (PaaS)

PaaS provides an environment for building, testing, and deploying software applications. The goal of
PaaS is to help create an application as quickly as possible without having to worry about managing the
underlying infrastructure. For example, when deploying a web application using PaaS, you don't have to
install an operating system, web server, or even system updates. PaaS is a complete development and
deployment environment in the cloud, with resources that enable organizations to deliver everything
from simple cloud-based apps to sophisticated cloud-enabled enterprise applications.

Resources are purchased from a cloud service provider on a pay-as-you-go basis and accessed over a
secure Internet connection.

| Paas

] (1]
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Development toals, Operating systems Servers and storage Networking Data center physical

database management, firewalls/security plant/building

business analytics

PaaS has the following characteristics:
e Upfront costs. There are no upfront costs, and users pay only for what they consume.

e User ownership. The user is responsible for the development of their own applications. However,
they are not responsible for managing the server or infrastructure. This allows the user to focus on the
application or workload they want to run.

e Cloud provider ownership. The cloud provider is responsible for operating system management, and
network and service configuration. Cloud providers are typically responsible for everything apart from
the application that a user wants to run. They provide a complete managed platform on which to run
an application.

4 https://azure.microsoft.com/en-us/overview/what-is-iaas/
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Common usage scenarios:

o Development framework. PaaS provides a framework that developers can build upon to develop or
customize cloud-based applications. Similar to the way you create a Microsoft Excel macro, PaaS lets
developers create applications using built-in software components. Cloud features such as scalability,
high-availability, and multi-tenant capability are included, reducing the amount of coding that
developers must do.

e Analytics or business intelligence. Tools provided as a service with PaaS allow organizations to
analyze and mine their data. They can find insights and patterns, and predict outcomes to improve
business decisions such as forecasting, product design, and investment returns.

Note: For more information on PaaS see the page What is PaaS?*

SaaS

Software as a Service (SaaS)

SaasS is software that is centrally hosted and managed for the end customer. It allows users to connect to
and use cloud-based apps over the internet. Common examples are email, calendars, and office tools
such as Microsoft Office 365.

SaasS is typically licensed through a monthly or annual subscription, and Office 365 is an example of SaaS
software.

| Saas |

l:]o pCpe ¢ HH‘P' ; ﬁi}

Hosted applications/apps Development tools Operating systems Servers and storage Networking Data center physical
database management firewalls/security plant/building

business analytics

SaaS has the following characteristics:

e Upfront costs. Users have no upfront costs; they pay a subscription, typically on a monthly or annual
basis.

e User ownership. Users just use the application software; they are not responsible for any mainte-
nance or management of that software.

e Cloud provider ownership. The cloud provider is responsible for the provision, management, and
maintenance of the application software.

Common usage scenarios:
e Examples of Microsoft SaaS services include Office 365, Skype, and Microsoft Dynamics CRM Online.

5 https://azure.microsoft.com/en-us/overview/what-is-paas/
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Note: For more information on SaaS see the page What is SaaS?°

Cloud Service Comparison

Cloud service comparison

There are both advantages and disadvantages for laaS, PaaS, and SaaS cloud services.

laaS

Infrastructure as a Service is the most flexible category of cloud services. It aims to give you complete
control over the hardware that runs your application. Instead of buying hardware, with laaS, you rent it.

e Advantages:
e No CapEx. Users have no upfront costs.
e Agility. Applications can be made accessible quickly, and deprovisioned whenever needed.

e Consumption-based model. Organizations pay only for what they use, and operate under an
OpEx model.

e Skills. No deep technical skills are required to deploy, use, and gain the benefits of a public cloud.
Organizations can leverage the skills and expertise of the cloud provider to ensure workloads are
secure, safe, and highly available.

e Cloud benefits. Organizations can leverage the skills and expertise of the cloud provider to ensure
workloads are made secure and highly available.

e Flexibility: laaS is the most flexible cloud service as you have control to configure and manage the
hardware running your application.

e Disadvantages:

e Management. The shared responsibility model applies; the user manages and maintains the
services they have provisioned, and the cloud provider manages and maintains the cloud infra-
structure.

PaaS

Paa$S provides the same benefits and considerations as laaS, but there some additional benefits.
e Advantages:
e No CapEx. Users have no upfront costs.

e Agility. PaaS is more agile than laa$S, and users do not need to configure servers for running
applications.

e Consumption-based model. Users pay only for what they use, and operate on an OpEx model.
e Skills. No deep technical skills are required to deploy, use, and gain the benefits of PaaS.

e Cloud benefits. Users can leverage the skills and expertise of the cloud provider to ensure their
workloads are made secure and highly available. In addition, users can gain access to more
cutting-edge development tools and toolsets. They then can apply these tools and toolsets across
an application’s lifecycle.

6  https://azure.microsoft.com/en-us/overview/what-is-saas/
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e Productivity. Users can focus on application development only, as all platform management is
handled by the cloud provider. Working with distributed teams as services is easier, as the platform
is accessed over the internet and can be made globally available more easily.

e Disadvantages:

e Platform limitations. There may be some limitations to a particular cloud platform that could
affect how an application runs. Any limitations should be taken into consideration when consider-
ing which PaaS platform is best suited for a particular workload.

SaaS

SaaS is software that is centrally hosted and managed for the end customer. It is usually based on an
architecture where one version of the application is used for all customers, and licensed through a
monthly or annual subscription

SaaS provides the same benefits as laaS, but again there some additional benefits.
e Advantages:
e No CapEx. Users don't have any upfront costs.
e Agility. Users can provide staff with access to the latest software quickly and easily.

e Pay-as-you-go pricing model: Users pay for the software they use on a subscription model,
typically monthly or yearly, regardless of how much they use the software.

o Flexibililty. Users can access the same application data from anywhere.
e Disadvantages

e Software limitations. There may be some limitations to a particular software application that
might affect how users work. Any limitations should be taken into consideration when considering
which PaaS platform is best suited for a particular workload.

Summary

laaS, PaaS, and Saa$S each contain different levels of managed services. You may easily use a combination
of these types of infrastructure. You could use Office 365 on your company’s computers (SaaS), and in
Azure you could host your VMs (laaS) and use Azure SQL Database (PaaS) to store your data. With the
cloud's flexibility, you can use any combination that provides you with the maximum result.

Management Responsibilities

Management responsibilities

The following list of cloud service types describes the management responsibilities for the user and the
cloud provider as compared to on-premises systems:

e laaS requires the most user management of all the cloud services. The user is responsible for manag-
ing the operating systems, data, and applications.

e PaaS requires less user management. The cloud provider manages the operating systems, and the
user is responsible for the applications and data they run and store.

e SaaS requires the least amount of management. The cloud provider is responsible for managing
everything, and the end user just uses the software.
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Note: It is important that users understand what they are responsible for, when using cloud services, to
ensure their workloads are managed correctly and don't suffer any down time. There is a shared respon-
sibility model for ensuring cloud workloads are run securely and in a well-managed way. Depending on
the service you are using: the cloud provider is responsible for some aspects of the workload manage-
ment, and the end user is responsible for other aspects of the workload management.
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Module 1 Review Questions

Cloud Concepts Review Questions

Review Question 1

What terms from the list below would be viewed as benefits of using cloud services?
(Choose three)

O Elasticity

O Un-predictable costs

O Local reach only

O Agility

O Economies of scale

Review Question 2

When looking at using a cloud service, what expenditure type are cloud services based on?
O Capital Expenditure (CapEx)

O Friendly expenditure

O Maximum expense

O Operational Expenditure (OpEx)

Review Question 3

Which of the following terms relate to making a service available with no downtime for an extended period

of time?

O Performance

O High Availability
O Fault Tolerance

O Agility

Review Question 4

Which cloud models provide services that can be accessed by the public?
(choose two)

O Public

O Private

O Hybrid

O Global
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Review Question 5

Which cloud model provides the greatest degree of ownership and control?
O Public

O Private

O Hybrid

Review Question 6

Which cloud model provides the greatest degree of flexibility?
O Public

O Private

O Hybrid

Review Question 7

You are running a virtual machine in a public cloud using laaS. Which model correctly reflects how that
resource is managed?

O user management model
O cloud user management model
O no responsibility management model

O shared responsibility model

Review Question 8
Which term best describes PaaS?

O Users can create and deploy an application as quickly as possible without having to worry about
managing the underlying infrastructure

O Users are responsible for purchasing, installing, configuring, and managing their own software—oper-
ating systems, middleware, and applications

O Users pay an annual or monthly subscription

Review Question 9

You have two types of applications which you need to run: legacy applications that require specialized
mainframe hardware and newer applications that can run on commodity hardware. Which cloud deploy-
ment model would be best for you?"

O Public cloud
O Private cloud
O Hybrid cloud

0 On-Premises
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Module 1 Summary

Module 1 Summary

Module 1 summary

In this module you've learned about cloud computing, what it is and what its key characteristics are. You
learned about the different types of cloud models that are available and the considerations of using
those different models. You also learned about the different cloud services available, the benefits of
using the different types, and the management responsibilities under each service type.

Why cloud services?

In this lesson you have learned about what cloud computing is, and why you should consider using cloud
services. You've learned what some of the key terms and concepts are, such as high availability, agility,
elasticity, fault tolerance, global reach, CapEx versus OpEX in the context of cloud computing, economies
of scale, and the consumption-based cost model.

Types of cloud models

In this lesson you have learned about public cloud, private cloud, and hybrid cloud models, and what the
key characteristics of each model are. You've also learned how they compare, what considerations you
need to take into account when using them, and when you might use them.

Types of cloud services

In this lesson you have learned about the different types of cloud service available, laaS, PaaS, and SaaS.
You've learned what the key characteristics of each service are, how they compare, what considerations
you need to take into account when using them, and when you might use them.
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Answers

Review Question 1

What terms from the list below would be viewed as benefits of using cloud services?
(Choose three)

B Elasticity

O Un-predictable costs

O Local reach only

B Agility

B Economies of scale

Explanation

Elasticity, Agility and Economies of scale are the correct answers, and would be seen as benefits that you
can gain from using cloud services.

All other answers are incorrect.

Un-predictable costs and local reach only would not be benefits of using cloud services because cloud
services does provide predictable costs and global reach.

Review Question 2

When looking at using a cloud service, what expenditure type are cloud services based on?
O Capital Expenditure (CapEx)

O Friendly expenditure

O Maximum expense

B Operational Expenditure (OpEx)

Explanation

Operational Expenditure (OpEx) is the correct answer. Cloud services operate on an Operational Expenditure
model. It is reqgular, repeated expenditure that you pay for using cloud services.

Capital Expenditure (CapEx) is not the correct answer. Capital Expenditure (CapEx) is not required to be paid
upfront when looking to start using a cloud services. There are no up front costs to use cloud services. You
pay for what you consume, under a consumption based model.

Friendly expenditure and Maximum expense are not defined expenditure types.
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Review Question 3

Which of the following terms relate to making a service available with no downtime for an extended
period of time?

O Performance

B High Availability
O Fault Tolerance
O Agility

Explanation
High Availability is the correct answer. The other answers, while they may
be related, are not correct.

Performance is the ability to provide quick and efficient response times to requests.
Fault Tolerance is the ability to survive a failure of a component.
Agility is the ability to react quickly.

Review Question 4

Which cloud models provide services that can be accessed by the public?
(choose two)

B Public

O Private

B Hybrid

O Global

Explanation

Public and Hybrid cloud models use services that can be accessed by the public.

Hybrid cloud has a public and private element, hence the public part is accessible by the public.

Private cloud models is run and owned by an organization for use exclusively for that organization and
access is not provided to the public. It may be made available to other 3rd parties depending on the
business requirements.

Global is not a valid cloud model.

Review Question 5

Which cloud model provides the greatest degree of ownership and control?
O Public

B Private

O Hybrid

Explanation

Private cloud models is the correct answer.

Both public and hybrid clouds have an infrastructure that is managed by another party. As such, there is
less control over the infrastructure.
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Review Question 6

Which cloud model provides the greatest degree of flexibility?
O Public

O Private

B Hybrid

Explanation

Hybrid cloud model provides the greatest degree of flexibility, as you have the option to choose either public
or private depending on your requirements.

Public cloud means you will not have full ownership over all aspects of the service.

Private cloud means there is upfront costs associated with creating, managing and maintaining your private
cloud.

Review Question 7

You are running a virtual machine in a public cloud using laaS. Which model correctly reflects how that
resource is managed?

O user management model

O cloud user management model

O no responsibility management model
B shared responsibility model

Explanation

The shared responsibility model is the correct answer. Under the shared responsibility model, management
of the resource is shared between the cloud provider and the end user. The cloud provider being responsible
for the cloud services infrastructure and the end user being responsible for the service being configured and
managed correctly.

The user management model, cloud user management model and no responsibility management model are
not valid defined management models.

Review Question 8
Which term best describes PaaS?

B Users can create and deploy an application as quickly as possible without having to worry about
managing the underlying infrastructure

O Users are responsible for purchasing, installing, configuring, and managing their own software—oper-
ating systems, middleware, and applications

O Users pay an annual or monthly subscription

Explanation

The correct answer (s that the users can create and deploy an application as quickly as possible without
having to worry about managing the underlying infrastructure

Users are responsible for purchasing, installing, configuring, and managing their own software—operating
systems, middleware, and applicationsapplies to laa$.

Users pay an annual or monthly subscriptionis applicable to Saas services.
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Review Question 9

You have two types of applications which you need to run: legacy applications that require specialized
mainframe hardware and newer applications that can run on commodity hardware. Which cloud deploy-
ment model would be best for you?"

O Public cloud
O Private cloud
B Hybrid cloud
O On-Premises

Explanation

Hybrid cloud is the correct answer.

A hybrid cloud is a public and private cloud combined. You can run your new applications on commodlity
hardware you rent from the public cloud and maintain your specialized mainframe hardware on-premises
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Learning Objectives

Learning Objectives

Learning objectives

After completing this module, you will be able to:

e Understand and describe core Azure architectural components.
e Understand and describe core Azure services and products.

e Understand and describe Azure solutions.

e Understand and describe Azure management tools.
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Core Azure Architectural components

Video: Regions

Regions

Microsoft Azure is made up of datacenters located around the globe. These datacenters are organized
and made available to end users by region.

A region is a geographical area on the planet containing at least one, but potentially multiple datacenters
that are in close proximity and networked together with a low-latency network.

For most Azure services, when you deploy a resource in Azure, you choose the region where you want
your resource to be deployed. A few examples of regions are West US, Canada Central, West Europe,
Australia East, and Japan West.

Azure has more global regions than any other cloud provider. This provides customers the flexibility and
scale needed to bring applications closer to users around the world, preserving data residency and
offering comprehensive compliance and resiliency options for customer. At the time of writing this, Azure
is generally available in 42 regions around the world, with plans announced for 12 additional regions.

54 regions 140 available in
worldwide 140 countries

Morveay West
Wiest Europe
ermany West

ermany hlorth

China Marth,
China North 2

Korea Central
Japan East

Karea Seuth "
Japan West

East Asia

Sauth India

Sautheast Asia

Available region

outh Africa North
Availability Zone(s) present ' Ausstrakia East

Australia
Aust

Mustralia Southeast

* Two Azure Government Sacret regio ions undisclosed
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Note: A list of regions and their locations is available on the page Azure Regions'

Special Azure regions

Azure also has some special regions that you might want to use when building out your applications for
compliance or legal purposes. These special regions include:

e US DoD Central, US Gov Virginia, US Gov lowa and more: These are physical and logical network-iso-
lated instances of Azure for US government agencies and partners. They are operated by screened US
persons. Includes additional compliance certifications.

e China East, China North and more: These regions are available through a unique partnership between
Microsoft and 21Vianet, whereby Microsoft does not directly maintain the datacenters.

e Germany Central and Germany Northeast:
These regions are available through a data trustee model whereby customer data remains in Germany
under control of T-Systems, a Deutsche Telekom company, acting as the German data trustee. Any
user or enterprise who needs their data to reside in Germany can use this service.

Region pairs

Each Azure region is paired with another region within the same geography (such as US, Europe, or Asia).
This approach allows for the replication of resources (such as virtual machine storage) across a geography
that helps reduce the likelihood of interruptions due to events such as natural disasters, civil unrest,
power outages, or physical network outages affecting both regions at once. Additional advantages of
region pairs include:

e In the event of a wider Azure outage, one region out of every pair is prioritized to help reduce the
time it takes to restore them for applications.

e Planned Azure updates are rolled out to paired regions one region at a time to minimize downtime
and risk of application outage.

e Data continues to reside within the same geography as its pair (except for Brazil South) for tax and
law enforcement jurisdiction purposes.

Examples of region pairs would be West US paired with East US, and SouthEast Asia paired with East Asia.

Note: A full list of region pairs is avalable here?.

Feature availability

Finally, some services or virtual machine features are only available in certain regions, such as specific
virtual machine sizes or storage types. There are also some global Azure services that do not require you
to select a particular region, such as Microsoft Azure Active Directory, Microsoft Azure Traffic Manager, or
Azure DNS.

1 https://azure.microsoft.com/en-us/global-infrastructure/regions/
2 https://docs.microsoft.com/en-us/azure/best-practices-availability-paired-regions#what-are-paired-regions
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Video: Geographies

Geographies
A geography is a discrete market typically containing two or more regions that preserves data residency

and compliance boundaries.

Geographies allow customers with specific data-residency and compliance needs to keep their data and
applications close. Geographies ensure that data residency, sovereignty, compliance, and resiliency

requirements are honored within geographical boundaries. Geographies are fault-tolerant to withstand
complete region failure through their connection to dedicated high-capacity networking infrastructure.

Geographies are broken up into Americas, Europe, Asia Pacific, Middle East and Africa.

Note: See the page Azure Grographies for more details®.

Video: Availability Zones

Availability Zones

Availability zones are physically separate locations within an Azure region. Each availability zone is made
up of one or more datacenters equipped with independent power, cooling, and networking. It is set up to
be an isolation boundary. If one availability zone goes down, the other continues working. The availability
zones are typically connected to each other through very fast, private fiber-optic networks.

Availability zones allow customers to run mission-critical applications with high availability and low-laten-
cy replication.

Availability zones are offered as a service within Azure, and to ensure resiliency, there’s a minimum of
three separate zones in all enabled regions.

3 https://azure.microsoft.com/en-us/global-infrastructure/geographies/
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Azure Region

Availability Zone 2

Availability Zone 3

Regions that support Availability Zones include Central US, North Europe, SouthEast Asia, and more.

Note: See the page What are Availability Zones in Azure?* for more details.

Video: Availaility Sets

Availability Sets

Availability sets

Availability sets are a way for you to ensure your application remains online if a high-impact maintenance
event is required, or a hardware a failure occurs. Availability sets are made up of update domains and
fault domains.

e Update domains (UD). When a maintenance event occurs (such as a performance update or critical
security patch applied to the host), the update is sequenced through update domains. Sequencing
updates using update domains ensures that the entire datacenter isn't unavailable during platform
updates and patching. Update domains are a logical section of the datacenter, and they are imple-
mented with software and logic.

e Fault domains (FD). Fault domains provide for the physical separation of your workload across
different hardware in the datacenter. This includes power, cooling, and network hardware that
supports the physical servers located in server racks. In the event the hardware that supports a server
rack becomes unavailable, only that rack of servers would be affected by the outage.

4 https://docs.microsoft.com/en-us/azure/availability-zones/az-overview
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i

Resource Groups

Resource groups

A resource group is a unit of management for your resources in Azure. You can think of your resource
group as a container that allows you to aggregate and manage all the resources required for your
application in a single manageable unit. This allows you to manage the application collectively over its life
cycle, rather than manage components individually.

You can manage and apply the following resources at resource group level:

Metering and billing
Policies

Monitoring and alerts
Quotas

Access control

Remember that when you delete a resource group you delete all resources contained within it.
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Considerations

When creating and placing resources within resource groups there are a few considerations to take into

account:

Each resource must exist in one, and only one, resource group.
A resource group can contain resources that reside in different regions.

You decide how you want to allocate resources to resource groups based on what makes the most
sense for your organization.

You can add or remove a resource to a resource group at any time.
You can move a resource from one resource group to another.

Resources for an application do not need to exist in the same resource group. However, it is recom-
mended that you keep them in the same resource group for ease of management.

Video: Resource Manager

Azure Resource Manager

Azure Resource Manager is a management layer in which resource groups and all the resources within it

are created, configured, managed, and deleted. It provides a consistent management layer which allows

you automate the deployment and configuration of resources using different automation and scripting
tools, such as Microsoft Azure PowerShell, Azure Command-Line Interface (Azure CLI), Azure portal, REST
API, and client SDKs.
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With Azure Resource Manager, you can:

e Deploy Application resources. Update, manage, and delete all the resources for your solution in a
single, coordinated operation.

e Organize resources. Manage your infrastructure through declarative templates rather than scripts. You

can see which resources are linked by a dependency, and you can apply tags to resources to catego-
rize them for management tasks, such as billing.

B 250

e Control access and resources. You can control who in your organization can perform actions on the
resources. You manage permissions by defining roles, adding users or groups to the roles, and
applying policies at resource group level. Examples of elements you may wish to control are: enforc-
ing naming convention on resources, limiting which types and instances of resources can be de-
ployed, or limiting which regions can host a type of resource.

v -
a E
D
O

Note: See the page Azure Resource Manager® for more details.

5 https://azure.microsoft.com/en-us/features/resource-manager/
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Core Azure Services and Products

Video: Azure Compute Services

Azure Compute Service

Azure Compute Services

Azure compute is an on-demand computing service for running cloud-based applications. It provides
computing resources such as disks, processors, memory, networking and operating systems. The resourc-
es are available on-demand and can typically be made available in minutes or even seconds. You pay only
for the resources you use and only for as long as you're using them.

There are two common service types for performing compute in Azure: virtual machines, and containers.

What are virtual machines?

Virtual machines, (VMs), are software emulations of physical computers. They include a virtual processor,
memory, storage, and networking resources. They host an operating system, and you're able to install
and run software just like a physical computer. When using a remote desktop client, you can use and
control the virtual machine as if you were sitting in front it.

Azure supports a wide range of computing solutions for development and testing, running applications,
and extending your datacenter, including Linux, Windows Server, Microsoft SQL Server, Oracle, IBM, and
SAP.

Azure also has many services that can run virtual machines, each providing different options depending
on your requirements. Some of the most prominent services are VM Scale Sets, App Services, and Azure
Functions.

Azure VMs

Azure VMs lets you create and use virtual machines in the cloud. It provides infrastructure as a service
(laaS) and can be used in a variety of different ways. When you need total control over an operating
system and environment, Azure VMs are an ideal choice. Just like a physical computer, you're able to
customize all of the software running on the VM. This is particularly helpful when you are running custom
software or custom hosting configurations. See Virtual Machines® for more details.

6  https://azure.microsoft.com/en-us/services/virtual-machines/
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VM scale sets

Virtual machine scale sets are an Azure compute resource that you can use to deploy and manage a set
of identical VMs. With all VMs configured the same, VM scale sets are designed to support true au-
to-scale—no pre-provisioning of VMs is required—and as such makes it easier to build large-scale
services targeting big compute, big data, and containerized workloads. So, as demand goes up more
virtual machine instances can be added, and as demand goes down virtual machines instances can be
removed. The process can be manual, automated, or a combination of both. See Virtual Machine Scale
Sets’ for more details.

App services

With App services, you can quickly build, deploy, and scale enterprise-grade web, mobile, and API apps
running on any platform. You can meet rigorous performance, scalability, security and compliance
requirements while using a fully managed platform to perform infrastructure maintenance. App Services
is a platform as a service (PaaS) offering. See App Service® for more details.

Functions

<

When you're concerned only about the code running your service and not the underlying platform or
infrastructure, Azure Functions are ideal. They're commonly used when you need to perform work in
response to an event (often via a REST request), timer, or message from another Azure service, and when
that work can be completed quickly, within seconds or less. See Functions® for more details.

7  https://azure.microsoft.com/en-us/services/virtual-machine-scale-sets/
8  https://azure.microsoft.com/en-us/services/app-service/
9  https://azure.microsoft.com/en-us/services/functions/
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What are containers?

Containers are a virtualization environment. However, unlike virtual machines they do not include an

operating system. Instead, they reference the operating system of the host environment that runs the
container.

Containers are meant to be lightweight and are designed to be created, scaled out, and stopped dynami-
cally. This allows you to respond to changes on demand and quickly restart in case of a crash or hardware
interruption.

Azure supports Docker containers, and there several ways to manage both Docker and Microsoft-based
containers in Azure.

Azure Container Instances

Azure Container Instances offers the fastest and simplest way to run a container in Azure without having
to manage any virtual machines or adopt any additional services. It is a PaaS offering that allows you to
upload your containers, which it will run for you. See Container Instances'® for more details.

Azure Kubernetes Service

i Ju

MI@IEI
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The task of automating and managing a large number of containers and how they interact is known as
orchestration. Azure Kubernetes Service (AKS) is a complete orchestration service for containers with
distributed architectures and large volumes of containers. See Azure Kubernetes Service (AKS)'" for
more details.

Note: For a full list of compute services available with Azure and the context on when to use them, see
Compute'.

10 https://azure.microsoft.com/en-us/services/container-instances/
11 https://azure.microsoft.com/en-us/services/kubernetes-service/
12 https://azure.microsoft.com/en-us/product-categories/compute/
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Demo: Create Azure Virtual machine

Walkthrough-Create a Virtual machine using Az-

ure Portal

In this walkthrough task we will create a virtual machine in Azure via the Azure Portal, configure it as a

web server and connect to the web server over the internet.

You can complete this walkthrough task by completing the steps outlined below, or you can simply read

through them, depending on your available time.

Prerequisites

e You require need an Azure subscription to perform these steps. If you don't have one you can create
one by following the steps outlined on the Create your Azure free account today'® webpage.

Steps

1. Sign in to the Azure portal at https://portal.azure.com™

2. Choose Create a resource in the upper left-hand corner of the Azure portal.

3. In the search box above the list of Azure Marketplace resources, search for and select Windows

Server 2016 Datacenter, then choose Create.

PUBLISHER

CATEGORY

Microsoft

Compute

¢

Home » Mew » Marketplace > Everything
Marketplace % X Everything
My Saved List v
| I windows serv 5r2316:\atacent5d I
Everything Pricing Operating System
Al v All
Compute
Results
Networking
NAME
Storage
n Windows Server 2016 Datacenter
Web
n Windows Server 2016 Datacenter - with Containers
Mobile
n [smalldisk] Windows Server 2016 Datacenter
P .

Microsoft

Microsoft

Compute

Compute

13 https://azure.microsoft.com/en-us/free/?ref=microsoft.com&utm_source=microsoft.com&utm_medium=docs&utm_campaign=visualstu-

dio
14 https://portal.azure.com
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Windows Server 2016 Datacenter & O X

Microsoft

Windows Server 2016 is a comprehensive server operating system designed to run the applications
and infrastructure that power your business, It includes built-in layers of security and innovation to
help you run traditional and cloud-native applications with confidence. This Server with Desktop
Experience image includes all roles including the graphical user interface (GUI).

This image can be used with EJ_
Legal Terms
By clicking the Create button, | acknowledge that | am getting this software from Microsoft and that

the legal terms of Microsoft apply to it. Microsoft does not provide rights for third-party software.
Also see the privacy statement from Microsoft.

7 Save for later

PUBLISHER Microsoft

Documentation

Intreducing Windows Server 2016
What's New in 2016

Learn more

USEFUL LINKS

Select a deployment model @

Resource Manager ~

5.

6. In the Basics tab, under Project details, make sure the correct subscription is selected and then
choose to Create new resource group. Type myResourceGroup for the name.

Home > New > Create a virtual machine

Create a virtual machine

Basics Disks Networking Management Guestconfig Tags Review + create

Create a virtual machine that runs Linux or Windows. Select an image from Azure marketplace or use your own customized image.
Complete the Basics tab then Review + create to provision a virtual machine with default parameters or review each tab for full
customization.

Looking for classic VMs? Create VM from Azure Marketplace

PROJECT DETAILS

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all your

resources.
* Subscription @ | Pay-As-You-Go 4
* Resource group @ | (New) myResourceGroup -

Create new

7.

8. Under Instance details, type myVM for the Virtual machine name and choose East US for your
Location. Leave the other defaults.
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INSTAMCE DETAILS

* Virtual machine name @ | myVM \/|
* Region @ East US ~
| No infrastructure redundancy required ~ |
Windows Server 2016 Datacenter ~

Browse all images and disks

e @ Standard DS1v2
1 vepu, 3.5 GB memory

Change size

10. Under the Administrator account section, provide a username, such as azureuser and a password.
The password must be at least 12 characters long and meet the defined complexity requirements.

ADMINISTRATOR ACCOUNT

* Username @ | azureuser \/|
* Password @ | sesessnsnese \’|
* )
Confirm password @ | seessssssess \/| @ Password and confirm password must match,

118

12. Under Inbound port rules, choose Allow selected ports and then select RDP (3389) and HTTP (80)
from the drop-down. These are to allow us to connect to the virtual machine using RDP over port
3389 and then to see a web page display over HTTP on port 80.

INBOUND PORT RULES

Select which virtual machine network ports are accessible from the public internet. You can specify more limited or granular network
access on the Networking tab.

* Public inbound ports @ ':' Mone 'é' Allow selected ports

* Select inbound ports | RDP, HTTP hd

These ports will be exposed to the intemet. Use the Advanced controls to limit
4\ | inbound traffic to known IP addresses. You can also update inbound traffic rules
later.

(8

14. Go to the Management tab and under the Monitoring section under Boot diagnostics select Off
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Create a virtual machine

Basics  Disks  MNetworking  Management  Guest config  Tags  Review + create
Confi itoring and g it options for your VM.
MONITORING
Boot diagnostics @ O On i-@_al-'l“i
05 guest diagnostics @ O On @ Off
IDENTITY
System assigned managed identity @ O On @ Off
AUTO-SHUTDOWN
Enable auto-shutdown @ O On @ Off
BACKUP
Enable backup @ O On @ Off

15.
16. Leave the remaining defaults and then select the Review + create button at the bottom of the page.

SAVE MONEY

Save up to 49% with a license you already own using Azure Hybrid Benefit. Learn more

* Already have a Windows license? @ O ez @ MNo

Review + create Previous Mext : Disks >

17.

18. Once Validation is passed click the Create button. It can take approx three to five minutes to deploy
the virtual machine.
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Create a virtual machine

&/ Validation passed

Basics

FRODUCT DETAILS

Standard D51 v2
by Microsoft
Terms of use | Privacy policy

Disks  Networking

Management

Guest config  Tags  Review + create

Subscription credits apply @
0.1063 EUR/hr
Pricing for other VM sizes

TERMS

By clicking "Create”, | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s) listed above; (b)
authorize Microsoft to bill my current payment method for the fees associated with the offering(s), with the same billing frequency as
my Azure subscription; and (c) agree that Microsoft may share my contact, usage and transactional information with the provider(s) of
the offering(s) for support, billing and other transactional activities. Microsoft does not provide rights for third-party offerings. See the
Azure Marketplace Terms for additional details.

BASICS
Subscription Pay-As-You-Go

Resource group (new) myResourcegroup

Virtual machine name myVM

Region East US

Availability options No infi icture redundancy req |
Username azureuser

Download a template for automation

19.

20. Once the virtual machine is created, go to the resource group you placed the virtual machine in, and
open up the virtual machine, then click the Connect button on the virtual machine properties page.

s

|p Fearch (Ctri+/) ‘ « = Add  ESEditcolumns @ Delete resource group Q) Refresh = Move | L ] Assigntags [ Delete | L Export to CSV

R - Subscription (change) Subscription ID Deployments
¥ Overview Pay-As-You-Go 07486230-T3eb-48b0-0226-dae31425¢267 1 Succeeded
E Activity log Tags (change)
. Click here to add tags
M Access control (IAM)

B
& Tags
7 Events [ Fitter by name... | [ Alltypes ~ | [ Alllocations ~ | [ No grouping»
Settings Gitems [ | Show hidden types @
] mame TveE LOCATION

. Quickstart
@ Resource costs €2 myResourcegroup-vnet Virtual network East US
g Deployments I B mywm Virtual machine EactUs
B policies £ myVM _0sDisk 1 caeh4eebab 7a. Disk East US
= Properties .I myvmé19 Network interface East US
& Locks B myvm-ip Public IP address East US
E3 automation script B myVM-nsg Network security group £3st US

21.
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22.

Resource groups myResourceGroup > myVM

I3 Essentials
2 Overview A

HH _

- B Activity log
Status

ol 244 Access control (JAM) Running
Location

L9 & Tags West US

Diagnose and solve problems

Q Restert

Note: The following directions tell you how to connect to your VM from a Windows computer. On a Mac,
you need an RDP client such as this Remote Desktop Client from the Mac App Store and on Linux virtual

machine you could connect directly from a bash shell using ssh.

1.

In the Connect to virtual machine page, keep the default options to connect by DNS name over port

3389 and click Download RDP File.

Connect to virtual machine X

You can update inbound port rules in the VM Networking

o Inbound traffic to the Public IP address may be blocked.
page.

You can troubleshoot VM connection issues by opening
the Diagnose and solve problems page.

Open the downloaded RDP file and click Connect when prompted.

& Remote Desktop Connection *
# The publisher of this remot ion can be identified. Do you want to connect
anyway?

This remate connection could ham your local or remote computer. Do not connect unless you know where
this connection came from or have used it before.

Publisher: Unknown publisher
Type: Remote Desktop Connection
Remote computer: 52.168.49.106

3%

wter

x Show Details Cancel
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5. In the Windows Security window, select More choices and then Use a different account. Type the
username as localhost\username, (you could also type .\azureuser) enter password you created for
the virtual machine, and then click OK.

Windows Security *

Enter your credentials

These credentials will be used to connect to 52.168.49.106.

‘ Mazureuser ‘

LA LI Ll ]} o

Domain:

|:| Remember me

More choices

Connect a smart card

e Use a different account

QK Cancel

6.

7. You may receive a certificate warning during the sign-in process. Click Yes or to create the connection
and connect to your deployed VM. You should connect successfully.

& Remote Desktop Connection *

i\ﬁ The identity of the remote computer cannot be verified. Do
/' you want to connect anyway?

The remote computer could not be authenticated due to problems with its
security certificate. t may be unsafe to proceed.
Certificate name

5] Mame in the certificate from the remote computer:
my'VM

Certificate emors

The following emors were encountered while validating the remote
computer’s certificate:

/4 The cerificate is not from a trusted certifying authority.

Do you want to connect despite these cerificate emors?

[] Dont ask me again for connections to this computer

View cerificate... No

8.
Congratulations! You have deployed and connected to a Windows Server virtual machine in Azure

If you wish and have time you could also make the deployed server a functioning web server and make a
web page available publicly, by continuing with the following steps

1. Open up a PowerShell command prompt on the virtual machine, by clicking the Start button, typing
PowerShell right clicking Windows PowerShell in the menu and selecting Run as administrator
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Best match

a Windows PowerShell
Decskiop app

Run as administrator

g Windows Powe

Run as a different user

Desktop app

Open file location
Apps

Unpin from Start

E¥ Windows PowerS

Pin to taskbar
E¥ Windows PowerS

Uninstall
Settings

= Replace Command Prompt with
Windows PowerShell when using Windows

B & 0O 0 &

powershell

3. Install the Web-Server feature in the virtual machine by running the following command in the
PowerShell command prompt:
PowerShell

Install-WindowsFeature -name Web-Server -IncludeManagementTools

EN Administrator: Windows PowerShell - O *

rved.

1. When completed you should see a prompt stating Success with a value True, among other items in
the output. You do not need to restart the virtual machine to complete the installation. Close the RDP
connection to the VM.
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EN Administrator: Windows PowerShell

016 Microsoft Corporation. A1l rights reserved.

> Install-WindowsFeature Web-Server

Feature Result

1. Back in the portal, select the VM and in the overview pane of the VM, use the Click to copy button to
the right of the IP address to copy it and paste it into a browser tab.

Querview

B Activity log
.-,.'. Access control (IAM)
L 4 Tags

X Diagnose and solve problems

Settings
Netwarking
2| Disks
Size
Security
Extensions
s Continuous delivery (Preview)
Availability set

& Confinuration

¥ Connect Q' Restart W Stop [-'-: Capture

Running

East Us

GB memory)

CPLU (average) }d> Network (total) ﬁ>

1. The default IS Web Server welcome page will open, and is available to connect to publicly via this IP
address, or via the fully qualified domain name.
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#A Connect to virtual machine - Mic X [ 1S Windows Server x +

& @ @ Notsecure | 52.168.49.106 Ww =6

=@ Windows Server

Internet Information Services

Welcome Bienvenue Tervetuloa

Benvenuto

‘_ 3 b.. Bienvenido Hos geldiniz | oxan o2

Bem-vindo 1
Kathwg
Vitejte OpigoOiTE T = anosats | Udvozoljlik

La e RRHD

Microsoft Willkommen Welkommen T e Witamy

Congratulations! You have created a web server that can be connected to publicly via this IP address, or
via the fully qualified domain name. If you had a web page to host you could deploy those source files to
the virtual machine and host them for public access on the deployed virtual machine.

Note: Remember to delete the resources you have just deployed if you are no longer using them to
ensure you do not incur costs for running resources. You can delete all deployed resources by deleting
the resource group in which they all reside.

Video: Azure Networking Services

[
R
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Azure Network Services

Azure network services

Networking on Azure allows you to connect cloud and on-premises infrastructure and services to provide
your customers and users the best possible experience. Once the resources move to Azure, they require
the same networking functionality as an on-premises deployment. In specific scenarios, they may require
some level of network isolation. Azure networking components offer a range of functionality and services
that can help organizations design and build cloud infrastructure services that meet their requirements.

Some of the most common networking service types in Azure are discussed in the following sections.

Azure Virtual Network

Azure Virtual Network enables many types of Azure resources such as Azure VMs to securely communi-
cate with each other, the internet, and on-premises networks. A virtual network is scoped to a single
region; however, multiple virtual networks from different regions can be connected together using virtual
network peering. With Azure Virtual Network you can provide isolation, segmentation, communication
with on-premises and cloud resources, routing and filtering of network traffic. See Virtual Network'> for
more details.

Azure Load Balancer

Azure Load Balancer can provide scale for your applications and create high availability for your services.
Load Balancer supports inbound and outbound scenarios, provides low latency and high throughput, and
scales up to millions of flows for all Transmission Control Protocol (TCP) and User Datagram Protocol
(UDP) applications. You can use Load Balancer with incoming internet traffic, internal traffic across Azure
services, port forwarding for specific traffic, or outbound connectivity for VMs in your virtual network. See
Load Balancer'¢ for more details.

15 https://docs.microsoft.com/en-us/azure/virtual-network/
16 https://azure.microsoft.com/en-us/services/load-balancer/
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VPN gateway

A VPN gateway, can also be referred to as a virtual network gateway, but a VPN gateway is a specific
type of virtual network gateway that is used to send encrypted traffic between an Azure Virtual Network
and an on-premises location over the public internet. It provides a more secure connection from
on-premises to Azure over the internet. See VPN Gateway'’ for more details.

Azure Application Gateway

Azure Application Gateway is a web traffic load balancer that enables you to manage traffic to your web
applications. It is the connection through which users connect to your application. With Application
Gateway you can route traffic based on source IP address and port to a destination IP address and port.
You also can help protect a web application with a web application firewall, redirection, session affinity to
keep a user on the same server, and many more configuration options. See Application Gateway '@ for
more details.

Content Delivery Network
.

-

L\

A content delivery network (CDN) is a distributed network of servers that can efficiently deliver web
content to users. It is a way to get content to users in their local region to minimize latency. CDN can be
hosted in Azure or any other location. You can cache content at strategically placed physical nodes across
the world and provide better performance to end users. Typical usage scenarios include web applications
containing multimedia content, a product launch event in a particular region, or any event where you
expect a high bandwidth requirement in a region. See Content Delivery Network '° for more details.

17 https://azure.microsoft.com/en-us/services/vpn-gateway/
18 https://azure.microsoft.com/en-us/services/application-gateway/
19 https://azure.microsoft.com/en-us/services/cdn/
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Note: For a full list of networking services available with Azure, and context on when you use them, see
the page Networking?®.

Walkthrough-Create a virtual network via the
Azure Portal

In this walkthrough task we will create a virtual network, deploy two virtual machines onto that virtual
network and then configure them to allow one virtual machine to ping the other over that virtual net-
work.

You can complete this walkthrough task by completing the steps outlined below, or you can simply read
through them, depending on your available time.

Prerequisites

e You require need an Azure subscription to perform these steps. If you don't have one you can create
one by following the steps outlined on the Create your Azure free account today?' webpage.

Steps
1. Sign in to the Azure portal at https://portal.azure.com??

2. Choose Create a resource in the upper left-hand corner of the Azure portal, then select Networking
> Virtual network

Home > New » Create virtual network

Create a resource New X
Home

Dashboard Search the Marketplace

Gl e Azure Marketplace Sesall  Featured See all

FAVORITES
Virtual network

Get started

Resource groups Quickstart tutoria

. Recently created
22 All resources

Compute Load Balancer

° Recent

I MNetworking

= App Services

a2 SQL databases Storage @ Application Gateway
Web Learn more
]

KA viriual machines (classic)

Mobile

¥ virtual machines ¢ Virtual network gateway
Containers Learn more

®" Cloud services (classic)
Databases

Frant Manr

4. In the Create virtual network pane above the list of Azure Marketplace resources, search for and
select Windows Server 2016 Datacenter, then choose Create.

20 https://azure.microsoft.com/en-us/product-categories/networking/

21 https://azure.microsoft.com/en-us/free/?ref=microsoft.com&utm_source=microsoft.com&utm_medium=docs&utm_campaign=visualstu-
dio

22 https://portal.azure.com
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Setting Value

Name vnet1

Address space 10.1.0.0/16

Subscription < Select your subscription >

Resource group Select Create new, enter vnet1-rg1, then select
OK.

Location East US

Subnet - Name subnet1

Subnet Address range 10.1.0.0/24

5. Leave the rest of the settings at their default values and select Create.

Create virtual network O x

| vnetl ¢|

* Address space @
[ 10100716 vl
10.1.0.0 - 10.1.255.255 (65536 addresses)

* Subscription

Pay-As-You-Go ~

(New) vnet1-rg1 pvi
Create new
* Location

East US ~
Subnet
* Name

subnetl ¢|
* Address range @
[ 10100724 vl

10.1.0.0 - 10.1.0.255 (256 addresses)

Service endpoints @

Disabled ERELIES]

Firewsll @

Disabled ERELIES]

Automation options

6.

7. Verify the creation of the virtual network by going to the newly created resource group and viewing
the virtual network is present, you can click on the virtual network and view its properties if you wish.
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@a Deployments

8.

@ vnetl-rgl b
W)
O Bearch (Ctri+p « 4 2dd SSEditcolumns @ Deleteresourcegroup Q) Refrash = Move | @ ssigntzgs @ Delete | L Exportto csv

B Subseription (change) Subscription ID Deployments
) Oveniiew Pay-As-You-Go 97486239-73eb-4800-9226-0383 14250367 1 Succeeded
B Activity log Tags (change)
. Click here to add tags
i Access control (IAM) R
& Togs
¥ tvents [ Fitter by name... | [ A types | [ Al locations | [ Mo groupings
Settings Titems [ | Show hidden types @

[ wame vee Location

i Quickstart
@ Resource costs [ €D wett Virtual network East US

9. Create a virtual machine by going to the the upper-left side of the Azure Portal and selecting Create a
resource > Compute > Windows Server 2016 Datacenter

10.

Home » New > Marketplace » Everything
Marketplace s Everything & O X
Saved List v

My [ windows server 2016 datacenter | x |
Evarything Pricing QOperating System Publisher

[ v [an M [ M
Compute

Results
Networking

NAME PUBLISHER CATEGORY
Storage

H Windows Server 2016 Datacenter Microsoft Compute v
Web

H Server 2016 D: - with C Mierosoft Compute
Mobile

H [smalldisk] Windows Server 2016 Datacenter Mierosoft Compute
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Windows Server 2016 Datacenter x 0O X
Microsoft
Windows Server 2016 is a comprehensive server operating system designed to run the applications
and infrastructure that power your business, It includes built-in layers of security and innovation to
help you run traditional and cloud-native applications with confidence. This Server with Desktop
Experience image includes all roles including the graphical user interface (GUI).
Legal Terms
By clicking the Create button, | acknowledge that | am getting this software from Microsoft and that
the legal terms of Microsoft apply to it. Microsoft does not provide rights for third-party software.
Also see the privacy statement from Microsoft.
PUBLISHER Microsoft
Documentation
USEFUL LINKS Intreducing \."'."mdo\-\.'s Server 2016
What's New in 2016
Learn more
Select a deployment model @
Resource Manager ~
11.
12.1n Create a virtual machine - Basics tab, enter or select this information:
Setting Value
Subscription < Select your subscription >
Resource group The resource group you created it in the last
section, i.e. vnet1-rg1
Virtual machine name vm1
Region East US
Availability options Leave the default No infrastructure redundancy
required
Image Leave the default Windows Server 2016 Data-
center
Size Leave the default Standard DS1 v2
Username azureuser
Password enter a password that meets the complexity
requirements.
Public inbound ports Select Allow selected ports
Selected inbound ports Select HTTP, HTTPS, SSH and RDP

13. Select Next : Disks, leave the default values.

14. Select Next : Networking, complete the following details
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Setting

Value

Virtual network

Leave the default vnet1

Subnet

Leave the default subnet1 (10.1.0.0/24)

Public IP

Leave the default (new) vm1-ip

NIC network security group

accept the default Basic

Public inbound ports

Select Allow selected ports

Select inbound ports

Select HTTP, HTTPS, SSH and RDP

Create a virtual machine

NETWORK INTERFACE

CONFIGURE VIRTUAL METWORKS

* Virtual network @

* Subnet @

Public IP @

NIC network security group @
* Public inbound ports @

* Select inbound ports

15

When creating a virtual machine, a network interface will be created for you.

vnetl ~
Create new

subnet1 (10.1.0.0/24) ~
Manage subnet configuration

(new) vm1-ip pvi
Create new

::ZI Advanced
llow selected ports

| HTTP, HTTPS, SSH, RDP ~

These ports will be exposed to the intemet. Use the Advanced controls to limit
4\| inbound traffic to known IP addresses. You can also update inbound traffic rules

later.

16. Select Next : Management, accept all the defaut values except for the below settings:

Setting

Value

Boot diagnostics

accept the default value i.e. On

Diagnostic storage account

accept the default value i.e. vnet1rgdiag
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Create a virtual machine

Basics  Disks  MNetworking  Management  Guest config  Tags  Review + create

Confi itoring and g it options for your VM.

MONITORING

Boot diagnostics @ @ On O Off

05 guest diagnostics @ O On @ Off

* Diagnostics storage account @ | (new) vnetrgldiag hd
Create new

IDENTITY

System assigned managed identity @ O On @ Off

AUTO-SHUTDOWN

Enable auto-shutdown @ O On @ Off

BACKUP

Enable backup @ O On @ Off

17.

18. Select Review + create. Azure will validate the configuration. When you see that Validation passed,
select Create. Deployment times can vary but it can generally take between three to six minutes to
deploy.
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Create a virtual machine

V Validation passed

Basics  Disks  MNetworking Management  Guest config  Tags  Review + create

FRODUCT DETAILS

Standard D51 v2 Subscription credits apply @
by Microsoft 0.1063 EUR/hr

Terms of use | Privacy policy Pricing for other VM sizes
TERMS

By clicking "Create”, | (a) agree to the legal terms and privacy statement(s) associated with the Marketplace offering(s) listed above; (b)
authorize Microsoft to bill my current payment method for the fees associated with the offering(s), with the same billing frequency as
my Azure subscription; and (c) agree that Microsoft may share my contact, usage and transactional information with the provider(s) of
the offering(s) for support, billing and other transactional activities. Microsoft does not provide rights for third-party offerings. See the
Azure Marketplace Terms for additional details.

BASICS
Subscription Pay-As-You-Go
Resource group vnetl-rgl
Virtual machine name vm1
Region East US
Availability options Mo infrastructure redundancy required
Username azureuser
Public inbound ports HTTP, HTTPS, 55H, RDP
y have a Windows license? No

1. Create a second Virtual machine by repeating steps 5 to 9 above, using the same values above above
ensuring the below settings are set:

Setting Value

Virtual machine name vm2

Public IP Leave the default (new) vm2-ip
Diagnostic storage account Leave the default value i.e. vnet1rgldiag

2. When finished filling in the details, validate the configuration by clicking Review + create and once
successfully validated click Create

3. When both virtual machine have completed deployment connect to the first virtual machine, vm1, by
going to the resource group you placed the virtual machine in, vnet-rg1 and open up the virtual
machine, then click the Connect button on the virtual machine properties page.
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53 vmi

& Virtual machine

P |55:.-'c5' (Ctri+/)

R Resource group (change)
B overview group J

N vnetl-rgl

H Activity log Status
Running

- c w

oM Access control (IAM) Location

& Taos East US

Subscription (change)

K Diagnose and solve problems Pay-As-You-Go

Subscription ID

Settings 974e6239-73eb-48b0-9226-dae31425¢367

2 Networking

= Disks
Tags (change)
B size Click here to add tags
O Security
o

‘ « *F Connect P start Q' Restart

O Refresh

Extensions Show data for last: 6 hours ‘ 12 hours

30 days |

L Continuous delivery (Preview)

Computer name
vm1

Operating system

Windows

Size

Standard D51 v2 (1 vcpus, 3.5 GB memory])
Public IP address

13.92.177.51

virtual network/subnet
vnetl/subnet1

DNS name
Configure

Note: The following directions tell you how to connect to your VM from a Windows computer. On a Mac,
you need an RDP client such as this Remote Desktop Client from the Mac App Store and on Linux virtual

machine you could connect directly from a bash shell using ssh.

1.

1.

In the Connect to virtual machine page, keep the default options to connect by DNS name over port

3389 and click Download RDP File.

Connect to virtual machine

ct to your virtual machine vi P, selectan P a
ange the port number, and download the Rl

Public IP address (52.168.49.106) pvi

* Port number

3389
| Download RDP File |

o Inbound traffic to the Public IP address may be blocked.

You can update inbound port rules in the VM Networking
page.

You can troubleshoot VM connection issues by opening
the Di. and solve probl page.

Open the downloaded RDP file and click Connect when prompted.
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& Remote Desktop Connection *
i\ﬁ The publisher of this ot ion cant be identified. Do you want to connect
/ anyway?

This remote connection could ham your local or remote computer. Do not connect unless you know where
this connection came from or have used it before.

Publisher: Unknown publisher
Type: Remote Desktop Connection
Remote computer: 52.168.49.106

&
I3
gt

x Show Details Cancel

1. In the Windows Security window, select More choices and then Use a different account. Type the
username as localhost\username, (you could also type .\azureuser) enter password you created for
the virtual machine, and then click OK.

Windows Security *

Enter your credentials

These credentials will be used to connect to 52.168.49.106.

‘ Mazureuser ‘

LA LI L Ll o

Domain:

|:| Remember me

More choices

Connect a smart card

e Use a different account

QK Cancel

1. You may receive a certificate warning during the sign-in process. Click Yes or to create the connection
and connect to your deployed VM. You should connect successfully.
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& Remote Desktop Connection *

|"i"‘l] The identity of the remote computer cannct be verified. Do
".*/ you want to connect anyway?

The remote computer could not be authenticated due to problems with its
security certificate. t may be unsafe to proceed.

Certificate name

5] Mame in the certificate from the remote computer:
my'VM

Certificate emors

The following emors were encountered while validating the remote
computer’s certificate:

I The cerificate is not from a trusted certifying authority.

Do you want to connect despite these certificate emors?

[] Dont ask me again for connections to this computer

View cerificate... No

1. Open up a PowerShell command prompt on the virtual machine, by clicking the Start button, typing
PowerShell right clicking Windows PowerShell in the menu and selecting Run as administrator

Best match

a Windows PowerShell
Decskiop app

Run as administrator

g Windows Powe
== Desktop app

Run as a different user

Open file location
Apps

Unpin from Start
E¥ Windows PowerS

Pin to taskbar

B Windows PowerS .
Uninstall

Settings

= Replace Command Prompt with
Windows PowerShell when using Windows

B & 0O 0 &

powershell

19. Run the command
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ping vm2

You receive an error, saying request timed out. The ping fails, because ping uses the Internet Control
Message Protocol (ICMP). By default, ICMP isn't allowed through the Windows firewall.

EN Administrator: Windows PowerShell (x26) — O *

) 2016 Microsoft Corporation. All rights reserved.

reuser= ping wm2

Pinging wm jxbibiqu5sjlinljzcmnged. bx. internal. cloudapp.net [10.1.0.5] with 32 bytes of data:
Request timed
t timed out.
Request timed out.
Request timed out.

Ping statisti for 10.1.0.5:
, Received = 0, Lost

1. To allow vm2 to ping vm1 enter the below command. This command allows ICMP inbound through
the Windows firewall:

New-NetFirewallRule -DisplayName “Allow ICMPv4-In” -Protocol ICMPv4

sreuser= New-NetFirewallRule -DisplayMame “Allow ICMPw4-In™ -Protocol ICMPw4

: {b24b8908-T93e-4dd1-9c92-24354810e66a}
: Allow ICMPw4-In

eSourceMapping
calonl i

: The rule ully from the store.
: NotA

Policy

Policy

1. Connect to VM2 as has been done for VM7, using rdp. i.e. open vm2 properties and click the Connect
button to download and then connect vis RDP

Search (Cirl~ « Q' Restart M Stop W Capture @ Delete () Refresh
¥ Overview
B Activity log Sta
Running
i Access control (1AM) ocati
& Tags East US

H4 Diagnose and solve problems

S 974e6e39-73eb-48b0-9226-02e31425¢367

Netwarking

& Disks

@ Size

1. Open up a PowerShell command prompt on the virtual machine, VM2, and run the command:
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ping vml

You should now be able to ping the vm1 virtual machine successfully, because ICMP has been configured
to be allowed through the Windows firewall on the vm7 virtual machine in an earlier step.
EN Administrator: Windows PowerShell - O *

soft Corporation. All rights reserved.

ping wvml

1Inljzcmnged. nternal. cloudapp.net [10.1.0.4] with 32 bytes of data:
8

Congratualations! This ping is being done using the virtual network you created and deployed the two
virtual machines into. The two virtual machines are communicating over this virtual network that was
created.

Note: Remember to delete the resources you have just deployed if you are no longer using them to
ensure you do not incur costs for running resources. You can delete all deployed resources by deleting
the resource group in which they all reside.

Video: Azure Storage Services

Azure Storage Services

Azure Storage services

Azure Storage is a service that you can use to store files, messages, tables, and other types of information.
You can use Azure Storage on its own (for example as a file share), but developers also often use it as a
store for working data. Such stores can be used by websites, mobile apps, desktop applications, and
many other types of custom solutions. Azure Storage is also used by laa$S virtual machines, and PaaS
cloud services.

You can generally think of Azure Storage in categories.

Structured data

Structured data is data that adheres to a schema, so all of the data has the same fields or properties.
Structured data can be stored in a database table with rows and columns. Structured data relies on keys
to indicate how one row in a table relates to data in another row of another table. Structured data is also
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referred to as relational data, as the data's schema defines the table of data, the fields in the table, and
the clear relationship between the two. Structured data is straightforward in that it's easy to enter, query,
and analyze. All of the data follows the same format. Examples of structured data include, sensor data or
financial data.

Semi-structured data

Semi-structured data is less organized than structured data, and is not stored in a relational format,
meaning the fields do not neatly fit into tables, rows, and columns. Semi-structured data contains tags
that make the organization and hierarchy of the data apparent. Semi-structured data is also referred to as
non-relational or NoSQL data.

Unstructured data

Unstructured data encompasses data that has no designated structure to it. This also means that there
are no restrictions on the kinds of data it can hold. For example, a blob can hold a PDF document, a JPG
image, a JSON file, video content, etc. As such, unstructured data is becoming more prominent as
businesses try to tap into new data sources.

Some of the most common storage service types in Azure are blob, disk, file, and archive.

Blob Storage

A
B |
am

Azure Blob Storage is unstructured, meaning that there are no restrictions on the kinds of data it can hold.
Blobs are highly scalable and apps work with blobs in much the same way as they would work with files
on a disk, such as reading and writing data. Blob Storage can manage thousands of simultaneous up-
loads, massive amounts of video data, constantly growing log files, and can be reached from anywhere
with an internet connection.

Blobs aren't limited to common file formats. A blob could contain gigabytes of binary data streamed
from a scientific instrument, an encrypted message for another application, or data in a custom format
for an app you're developing. See Blob Storage # for more details.

Disk storage

Disk storage provides disks for virtual machines, applications, and other services to access and use as
they need, similar to how they would in on-premises scenarios. Disk storage allows data to be persistently
stored and accessed from an attached virtual hard disk. The disks can be managed or unmanaged by
Azure, and therefore managed and configured by the user. Typical scenarios for using disk storage are if

23  https://azure.microsoft.com/en-us/services/storage/blobs/
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you want to lift and shift applications that read and write data to persistent disks, or if you are storing
data that is not required to be accessed from outside the virtual machine to which the disk is attached.

Disks come in many different sizes and performance levels, from solid-state drives (SSDs) to traditional
spinning hard disk drives (HDDs), with varying performance abilities. Details on pricing are available on
the Managed Disks pricing page.

Managed Disks pricing?* page. Also, see Disk Storage?® for more general details.

File storage
]

Azure Files offers fully managed file shares in the cloud that are accessible via the industry standard
Server Message Block (SMB) protocol. Azure file shares can be mounted concurrently by cloud or
on-premises deployments of Windows, Linux, and MacOS. Applications running in Azure virtual machines
or cloud services can mount a file storage share to access file data, just as a desktop application would
mount a typical SMB share. Any number of Azure virtual machines or roles can mount and access the file
storage share simultaneously. Typical usage scenarios would be to share files anywhere in the world,
diagnostic data, or application data sharing. See Azure Files?*® for more details.

Archive storage

Archive storage provides a storage facility for data that is rarely accessed. It allows you to archive legacy
data at low cost to what it would traditionally have cost to create and maintain archives. Archive storage
is available as a tier of Blob Storage, object data in the most cost-effective manner. It is stored offline and
offers the lowest storage costs. However, it also has the highest access cost, hence it is suited for archival
data that is rarely accessed. Archive storage is intended for data that can tolerate several hours of
retrieval latency and will remain archived for at least 180 days. See Azure Archive Storage?®” for more
details.

Note: For a full list of storage services available with Azure, and context on when you use them, see the
page Storage?.

24  https://azure.microsoft.com/en-us/pricing/details/managed-disks/
25 https://azure.microsoft.com/en-us/services/storage/disks/

26 https://azure.microsoft.com/en-us/services/storage/files/

27 https://azure.microsoft.com/en-us/services/storage/archive/

28 https://azure.microsoft.com/en-us/product-categories/storage/
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Demo: Create Blob Storage

Walkthrough-Create Blob storage

In this walkthrough task we will create a storage account, then create a blob storage container within that
storage account, then upload a block blob, view and edit the blob file within the blob container in Azure,
and then download the block blob file.

You can complete this walkthrough task by completing the steps outlined below, or you can simply read
through them, depending on your available time.

Prerequisites

e You require need an Azure subscription to perform these steps. If you don't have one you can create
one by following the steps outlined on the Create your Azure free account today?® webpage.

Steps
1. Sign in to the Azure portal at https://portal.azure.com?®

2. Select All services on the upper left hand side of the Azure Portal. In the All services filter box, type
Storage Accounts. As you begin typing, the list filters based on your input. Select Storage Accounts.

All services  storage

Data Lake Storage Gen1l +* .. Free services *
Keywords: free storage

] Storage accounts * = Storage accounts (classic) 7T

= Storage explorer Storage accounts JEVIEW W “e Storage Sync Services *

%

4. On the Storage Accounts window that appears, if there are no storage accounts present you can
select Create storage account, or if there are already storage accounts present, this option will nt be
present and you can choose the option + Add.

29 https://azure.microsoft.com/en-us/free/?ref=microsoft.com&utm_source=microsoft.com&utm_medium=docs&utm_campaign=visualstu-
dio
30 https://portal.azure.com
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Home > Storage accounts

Edit columns C) Refresh

Subscriptions: ;\]I
by name... All subscriptions
0 items

| NAME

@ Assign tags

v

All resource groups v

-t-e-cg —Don't see a subscription? Open Directory + Subscription settings

All types ~ | | Alllgcations || Alltags v | | No grouping

KIND RESOURCE GROUP LOCATION SUBSCRIPTION

5.

| ‘Create storage account |

6. Complete the Create storage account blade with the following details

Setting

Value

Subscription

< Select your subscription >

Resource group

Select Create new, enter strac-rg1, then select
OK.

Storage account name

< this must be be between 3-24 characters in
length, can be numbers and lowercase only, and
must be unique across Azure >

Location

East US

Performance

Standard

Account kind

Leave the default value StorageV2 (general
purpose v2)*

Replication

Locally redundant storage (LRS)

Access tier (default)

Hot
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Create storage account

Basics  Advanced Tags  Review + create

Azure Storage is a Microsoft-managed service providing cloud storage that is highly available, secure, durable, scalable, and redundant.
Azure Storage includes Azure Blobs (objects), Azure Data Lake Storage Gen2, Azure Files, Azure Queues, and Azure Tables. The cost of
your storage account depends on the usage and the options you choose below. Learn more

PROJECT DETAILS

Select the subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage all your

resources.

* Subscription | Pay-As-You-Go ¥ |

\— * Resource group [ (New) strac-rg1 v |
Create new

INSTAMCE DETAILS

The default deployment model is R ce M which supports the latest Azure features. You may choose to deploy using the classic

deployment model instead. Choose classic deployment madel

* Storage account name @ | |

* Location | West Europe ~ |
Performance @ @ Standard O Premium

Account kind @ | StorageV/2 (general purpose v2) hd |
Replication @ | Read-access geo-redundant storage (RA-GRS) hd |
Access tier (default) @ () cool (@) Hot

Review + create Previous MNext : Advanced =

8. Select Review + Create to review your storage account settings and allow Azure to validate the
configuration. Once validated select Create.

MCT USE ONLY. STUDENT USE PROHIBITED
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Create storage account

&/ Validation passed

Basics  Advanced Tags  Review + create

BASICS

Subscription Pay-As-You-Go

Resource group (new) strac-rg1

Location East US

Storage account name stracl

Deployment model Resource manager

Account kind StorageV2 (general purpose v2)
Replication Locally-redundant storage (LRS)
Performance Standard

Access tier (default) Hot

ADVANCED

Secure transfer required Enabled

Allow access from All networks

Hierarchical namespace Disabled

Next Download a template for automation

9.

10. Verify its successful creation by going to the resource group just created and locate the storage
account.

[ﬁ] strac-rg1

Resource group

‘P Search (Cirle/) ‘ « +Add EE £dit columns @ Delete resource group U Refresh =P Move | ‘ Assigntags @ Delete | i Export to CSV
R - Subsceription (change) Subscription ID Deployments

) Overview Pay-As-You-Go 974e6239-732h-48h0-0226-da23 14250367 1 succeeded

H Activity log Tags (change)

. Click here to add tags
M Access control (IAM)

»

' Tags
7 Events ‘ Filter by name... | ‘ All types ~ | | All locations ~ | | No grouping~
Settings titems  [_] Show hidden types @
[ ] wame TYPE LOCATION
@i Quickstart
@ Resource costs D = stracl Storage account East LS =]
@a Deployments

11.

12. Open the storage account and scroll in the left menu for the storage account, scroll to the Blob
service section, select Blobs and then select the + Container button.

=
N
-]
C
2
m
O
Z
<
Yy
-]
3
O
m
<
-]
=
2
.
.
7
O
E
E
-]
m
O
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stracl

Stor

4 Storage account: 5
J’ Shared access signature

“§ Firewalls and virtual networks - Search containers by prefix
¥ Advanced Threat Protection (pr... MNAME

B static website
Y properties

8 Locks

B3 automation script

&= Custom domain

1B

O Search (Ctri+/) « Q) Refresh @ Delete

LAST MODIFIED PUBLIC ACCESS L... LEASE STATE

VYou don't have any containers yet. Click '+ Containar’ to get started.

14. Configure the blob container as belwo and select OK when complete to create the blob container.

Setting

Value

Name

i.e. blob1 The container name must be lowercase,
must start with a letter or number, and can include
only letters, numbers, and the dash (-) character.

public access level

leave the default value i.e. The default level is
Private (no anonymous access)

New container

* Name

blob1 v
Public acces

Private (no anonymaous access) ~

m Ca nce'

15.
16. The container should be created and available

+Contamer ORE"resf‘ o

Storage account: stracl

}-“ Search containers

NAME

blob1

{7

LAST MODIFIED PUBLIC ACCESS L... LEASE STATE

1/24/2019, 10:25:05 PM Private Awvzilable

18. We will upload a block blob to your new container. Select the container to show a list of blobs it
contains. Since this container is new, it won't yet contain any blobs
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« T Uplecad O Refresh

Location: blob1

O overview

i Access Control (IAM) Search blobs by prefix (case-sensitive, Show deleted blobs

Settings
NAME MODIFIED ACCESS TIER BLOB TYPE SIZE LEASE STATE

Access policy Mo blote foung
o blobs found.

It properties

O Metadata

Note: Block blobs consist of blocks of data assembled to make a blob. Most scenarios using Blob storage

employ block blobs. Block blobs are ideal for storing text and binary data in the cloud, like files, images,

and videos.

1. Create a . txt file on your local machine, named blob1.txt, and enter some text into it, such as this
is a blob file or something like that.

2. Select the Upload button to upload a blob to the container. Browse your local file system to find the

file you created in the previous steps to upload as a block blob, Click on the Advanced arrow, leave
the default values as they are, just note them, and then select Upload.

Upload blob X
Files @
“blob 1 tet" [=]
Overwrite if files already exist

~ Advanced

Authentication type @

Blob type @

Block blob W
+/| Upload .whd files as page blobs (recommended)
Block size @

4 MB ~
Upload to folde

Note: You can upload as many blobs as you like in this way. You'll see that the new blobs are now listed

within the container.

1. View the uploaded block blob by right clicking on the blob file that was uploaded and selecting View/
edit blob
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«

1 Overview

sl Access Control (1AM)

Settings
Access policy
1! Properties

0 Metadata

1 Overview

;ﬁ Agccess Control (IAM)

Settings

Access palicy

It Properties

0 Metadata

T Upload QU refresh T Delete %% Acquire |2ase

Location: blob1

7 View snapshots

NAME MODIFIED ACCESS TIER
v | blobl.txt 1/25/2019, 12:22:19 AM Hot (Inferred)
View/edit blob K4
Download &
Blob properties =
Generate SAS &
View snapshots o
Create snapshot =1l
Acquire lease -
Delete
« X blobltxt
T Upload T Refresh =+ More Hsave X piscard ) Refresh L Download
Location: blobl Overview  Snapshots  Editblob  Generate SAS
1 this is a sample blob file
2 this is a sample blob file
3 this is a sample blob file
4 this is a sample blob file
NAME 5 this is a sample blob file
6 this is a sample blob file
v blobl.txt 7 this is a sample blob file
8 this is a sample blob file
9 this is a sample blob file
18 this is a sample blob file
11 this is a sample blob file
12 this is a sample blob file
13

& creste snapshot

BLOB TYPE

Block blob

T Delete

SIZE

LEASE STATE

362B Available

1. You can download a block blob by right clicking on the block blob and selecting Download. The blob
file opens in a browser and is then downloadable by right clicking on the file and selecting save as

A\ blobl - Microsoft Azure

this i
this i
this i
this i
this i
this i
this i
this i
this i
this i
this i
this i

LTI T T T T T T T T T < T

c

sample
sample
sample
sample
sample
sample
sample
sample
sample
sample
sample
sample

blob
blob
blob
blob
blob
blob
blob
blob
blob
blob
blob
blob

x [ https//stracl.blob.coremindo.

filethis is a sample blob file

file
file
file
file
file
file
file
file
file
file
file

x

+

@ https:;//stracl.blob.core.windows.net/blob1/blob1.txt?sv=2018-03-288ss=

Congratulations! You have created a storage account, created a blob storage container within that
storage account, then uploaded a block bob, viewed and edited the block blob in the blob container and
then downloaded the block blob.

Note: Remember to delete the resources you have just deployed if you are no longer using them to
ensure you do not incur costs for running resources. You can delete all deployed resources by deleting
the resource group in which they all reside.
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Video: Azure Data Services

Azure Database Services

Azure database services

Azure database services are fully-managed PaaS database services that free up valuable time you'd
otherwise spend managing your database. Enterprise-grade performance with built-in high availability
means you can scale quickly and reach global distribution without worrying about costly downtime.
Developers can take advantage of industry-leading innovations such as built-in security with automatic
monitoring and threat detection, automatic tuning for improved performance, and turnkey global
distribution.

Some of the most common data service types in Azure as follows:

Azure Cosmos DB

+

Microsoft Azure Cosmos DB is a globally distributed database service that enables you to elastically and
independently scale throughput and storage across any number of Azure's geographic regions. It
supports schema-less data that lets you build highly responsive and Always On applications to support
constantly changing data. You can use Cosmos DB to store data that is updated and maintained by users
around the world. It makes it easy to build scalable, highly responsive applications at global scale. See
Azure Cosmos DB?' for more details.

31 https://azure.microsoft.com/en-us/services/cosmos-db/
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Azure SQL Database

Azure SQL Database is a relational database as a service (DaaS) based on the latest stable version of
Microsoft SQL Server database engine. SQL Database is a high-performance, reliable, fully managed and
secure database that you can use to build data-driven applications and websites in the programming

language of your choice without needing to manage infrastructure. See SQL Database*? for more
general details.

32 https://azure.microsoft.com/en-us/services/sql-database/
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Azure Database Migration

The Azure Database Migration Service is a fully-managed service designed to enable seamless migrations
from multiple database sources to Azure data platforms with minimal downtime (online migrations). The
service uses the Microsoft Data Migration Assistant to generate assessment reports that provide recom-
mendations to help guide you through required changes prior to performing a migration. Once you
assess and perform any remediation required, you're ready to begin the migration process. The Azure
Database Migration Service performs all of the required steps. See Azure Database Migration Service*
for more details.

Note: For a full list of data services available with Azure, and context on when you use them, see the page
Databases?*.

Walkthrough-Create a SQL database

In this walkthrough task we will create a SQL database in Azure and then query the data in that database.

You can complete this walkthrough task by completing the steps outlined below, or you can simply read
through them, depending on your available time.

Prerequisites

e You require need an Azure subscription to perform these steps. If you don't have one you can create
one by following the steps outlined on the Create your Azure free account today** webpage.

Steps
1. Sign in to the Azure portal at https://portal.azure.com?®

2. Select Create a resource on the upper left hand side of the Azure Portal. Select Databases > SQL
Databases and in the SQL Database pane fill in the fields as per the below table, and then click
Server

Setting Value

Database name db1

Subscription < Select your subscription >

Resource group Select Create new, enter sqldb1-rg1, then select
OK.

Select source Select Sample AdventureWorksLT

33 https://azure.microsoft.com/en-us/services/database-migration/

34 https://azure.microsoft.com/en-us/product-categories/databases/

35 https://azure.microsoft.com/en-us/free/?ref=microsoft.com&utm_source=microsoft.com&utm_medium=docs&utm_campaign=visualstu-
dio

36 https://portal.azure.com
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Microsoft Azure

Create a resource
Home
Dashboard
All services
FAVORITES
Resource groups
All resources
© Recent
L] App Services
= sql databases
KA virtual machines (classic)
@ Virtual machines
@ Cloud services (classic)
f Subscriptions
& azure Active Directory
. Monitor

. Security Center

O Cost Management + Billing

w)

a¢ Help + support

@ advisor

%

4. In the Server pane, choose Create a new server and complete the New server pane using below

Home » Mew » SQL Database

New

Azure Marketplace See all

Get started
Recently created
Compute
Networking
Storage

Web

Maobile

Containers

Databases

Analytics

Al + Machine Learning
Internet of Things
Integration

Security

Identity

Developer Tools
Management Tools
Software as a Service (53as)

Blockchain

details and click Select when finished.

Featured See all

L Search resources, services, and docs

X SQL Database

Azure SQL Managed Instance

Quickstart tutorial

SQL Database

Quickstart tutorial

SQL Data Warehouse

Quickstart tutorial

SQL Elastic database pool

Learn more

Azure Database for MariaDB

Learn more

Azure Database for MySQL

Quickstart tutorial

® i)

Azure Database for PostgreSQL

Quickstart tutorial

Azure Cosmos DB

Quickstart tutorial

SQL Server 2017 Enterprise
Windows Server 2016

Setting

Value

Server name

< this needs to be a unique name >

Server admin login

azureuser

Password Enter a password that meets the complexity
requirements.
Location East US
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Server * New server 0o x

* Server name
Create a naw server
[ dbsrn ]

.database.windows.net

No servers found * Server admin login

| azureuser ' |

* Password

* Confirm password

* Location
East US v

Allow Azure services to