TP Tunnel Host To Lan IPsec & AD

lJisense



Table des matieres

1-  Création de l'autoritée de certification..........ceeeeiiiiiiiiiiiiii e, 3
P VA (e | Y T oS PTPP PR 6
3-  Reglesde FireWall ... 8
4-  Authentication AD dans € PfSENSE ......uiiiiiiiiiiiiieiiiiee ettt 10
5-  LUO PFS@NSE dans IAD....ccouueiiiiiiiiiee ettt ettt ettt e et e e sttt e e e e 11
B-  TEST FINAl.eieiiieieeeee e e et e e as 12

VPN Router A e e VPN Router B

VPN Tunnel

& s
SNIPN SNPN

Branch office Head office



1- Création de l'autoritée de certification

Dans l'onglet Sytem/Certificate Manager/CAs on commence par le nommer et
vérifier le Digest Algorithme (sha256) Pour une meilleure sécuritée.
System / Certificate Manager / CAs/ Edit (2]

Chs Certificates Certificate Revocation

——
Create / Edit CA

Descriptive name CAPFSENSE

Method Craate an internal Certificate Authority ~
Internal Certificate Authority
Key length (bits) 2048 i
Digest Algerithm sha256 i
MOTE: It is recommended 1o use an algorithm strenger than SHAT when possible.

Lifetime (days) 3650
Common Name PFSense-ipsec

The following certificate authority subject compenents are optional and may ba left blank.

Country Code Mone .

State or Province

City

Organization

Organizaticnal Unit &.g. My Department Name (optiona

Save

w



Nous allons ensuite dans I'onglet certificates ou l'ont précise authorité de
certification ainsi que le nom du certificat.

Chs Cerlificates Certificata Revocation
—
Add/Sign a New Certificate
Method Create an internal Certificate ~

Descriptive name LAMNPfsensel10

Internal Certificate

Certificate authority CAPFSENSE R
Key length 2048 R
Digest Algorithm 3ha256 >

NOTE: It is recommendad to use an algorithm strongar than SHAT when possible.

Lifetime (days 3650

ar

Common Name PFSense-ipsed]

The following certificate subject components are optional and may ba left blank.

Country Code MNone >
State er Province a.g. Texas
City e.q. Austin
Organization e.g. My Company Inc

Organizational Unit a.g. My Department Name {optional)

On choisi le type de certificat (ici « Server Certificate »)

Et enfin on ajoute I'adresse IP de la carte WAN du serveur.

Attribute Notes The following attributes are added to certificates and requests whan they are created or signed. These attributes behave diffarently depending on the

selectad moda.
For Intarnal Certificates, these attributes are addad directly to the certificate as shown.

Certificate Type Sarver Cartificate M

Add type-spacific usaga attributas to the signed certifieate. Used for placing usage restrictions on, or granting abilities 1o, the signed certificate.

Alternative Names IP address et 10.12.1.20|

Type Value

Entar additional idantifiers for the certificata in this list. Tha Common Name figld is automatically added 1o the certificate as an Alernative Name. The
signing CA may ighore or change these values.




Puis on refait un autre certificat en entrant cette fois-ci I'adresse du second
serveur.

Attribute Notes The following attributes are added to certificates and requasts when they are created or signed. These attributes behave differently depending on the

salected moda.
For Intarnal Certificatas, these attributes are added directly to the certificate as shown.
Certificate Type Sarver Cartificate h
Add type-specific usage attributes 1o the signed certificate. Usad for placing usage restrictions on, or granting abilities to, tha sighad certificate.

Alternative Names IP address i 1012110
Typa Value

Enter additional identifiers for the certificate in this list. The Common Name field is automatically addad to the certificate as an Alternative Nama. The
signing CA may ighore or change thasa valuas.

On exporte ensuite le premier certificat vers le second serveur.
Certificat & Clé :

Fichi

Le certificat sur le second serveur :

Systemn / Certificate Manager/ CAs @
Chs Cartificates Cartificate Revocation
Certificate Authaorities
Name Internal Issuer Certificates Distinguished Name In Use Actions
CAPFSEMSE b3 saff-signad 1 CN=PFSensa-20 IPses Tunnel P

Walid From: Wed, 19 May 2021 13:24:22 +0200
Walid Until: Sak, 17 May 2031 13:24:22 +0200

System / Certificate Manager/ Certificates (2]

CAs Cartifizates Cartifizate Revocation

—
Certificates

Name Issuer Distinguished Name In Use Acticns
wehConfigurator default seff-signed  O=pfSanse webConfigurator Self-Signad Certificate, CN=pfSense- webConfigurator ¥ % Il
(608bfede860d) s0Bbfedesdsod €

Server Cartificate

CANo Valid From: Fri; 30 Apr 2021 14:47:10 +0200

Sarver- Yes Walid Until: Wed, 21 Oct 2026 14:47:10 +0200

LANPfsense0 CAPFSEMSE  CN=PFSenseripsac10 € IPsee Tunnel L 1% - |
CAzNo

Server:Yes

Serial: 1

Signature Digest: R5A-5HAZ56

SAN: DNSPFSanse-ipsec-10, IP Address10.12.1.10

KU: Digital Signature, Key Encipherment

EKU: TL% Wab Sarver Authantication, IP Security IKE Intermediata

Walid Frorn: Wed, 19 May 2021 13:26:03 +0200
Walid Until: Sat, 17 May 2031 13:26:03 +0200




2- VPN - IPSec

On se rend dans VPN/IPSec pour ajouter sur les deux serveurs Pfsense un
tunnel pointant vers le réseau WAN de chacun.

On précise la version Key Exchange, la gateway du serveur distant, la méthode
d’authentification (Mutual RSA) ainsi que le certificat précédemment créé et
I'authorité de certification.

Tunnels Mobile Clients

Pre-Sharad Kays Advanced Sattings

General Informaticn

Disabled

Key Exchange versien

Internet Protocel

Interface

Remaote Gateway

Description

[ Set this option ta disable this phasal without removing it from the list.

IKEv2 v

Salact the Internat Kay Exchange protocol version 1o be used. Aute uses IKEvZ when initiztor, and aceepts either IKEv1 or IKEw2 as responder.

1Py -

Salect the Internat Protocol family.

AN ~

Salect the interface for the local endpoint of this phasel entry.

10.12.1.20

Enter tha public IP address or host name of the remote gateway.

Tunnal

A description may be entered hare for administrative reference (not parsad).

Phase 1 Propesal {Authentication)

Authentication Methed

My identifier

Peeridentifier

My Certificate

Peer Certificate

Authority

Mutual RSA ~

Must match tha setting chosen on the remota side.

My IP address ~
Peer IP address ~
LAMPfsensel0 ~

Salact a certificate previously configured in the Cartificata Manager.

CAPF3ENSE v

Sealact a certificate authority praviously configured in the Certificate Manager.




On reproduit ensuite la méme manipulation sur le second serveur.

Tunnels Mobile Clients Pre-Shared Kays Advanced Sattings

——
General Informaticn

Disabled [ Set this option to disabla this phasel without removing it from tha list.

Key Exchange versicn IKEv2 v

Selact the Internat Kay Exchange protocal varsion to be used. Auto usas IKEv2 whan initiator, and accapts aither IKEv] or IKEv2 as respondar.

Internet Protocol 1Py v

Select the Internat Protecol family.

Interface WaN ~

Select the intarface for the local endpoint of this phasel antry.

Remote Gateway 10.12.7.70

Entar the public IP address or host name of the remote gateway.

Description Tunnel

A deseription may ba entered hera for administrative reference {not parsad).

Phase 1 Proposal (Authentication)

Authenticaticn Methed Mutual RSA et

Must mateh the setting chosen on the remote side.

My identifier My IP address ¥
Peeridentifier Peer IP address >
My Certificate LANPfsense20 >

Select a certificate praviously configurad in tha Certificate Manager.
Peer Certificate CAPFSENSE >
Autherity

Select a cartificate authority previously configured in the Certificate Wanager.

Puis on créer une « Phase » sur chacun des serveurs.

VPN / IPsec/ Tunnels / Edit Phase 2 cCa=lu=e
Tunnels Mobile Clients Pre-Sharad Keys Advanced Sattings

General Infoermation

Disabled [ Disable this phase 2 entry without remaving it from tha list.

Mode Tunnel 1P v
Local Netwerk LAM subnet v /0
Typa Address

Local network component of this IPsec security association.

NAT/BINAT translation Mane v /o
Typa Address
I NAT/BIMAT is required on this network spacify the address to be trans|ated
Remote Netwerk Metwork v 192.168.1.0 Jo o2 =
Typa Address

Remota network component of this IPses security association.

Description LA

A& description may be entarad hera for administrativa reference {not parsed).



3- Regles de Firewall

Sur les deux serveurs on ouvre les ports any-any-any pour les régles WAN/LAN

et IPSec.

Firewall / Rules / Edit

Action Pass

£

Choose what to do with packets that match the criteria specified below.

eI =)

Edit Firewall Rule

Hint: the difference between block and raject is that with reject, a packet (TCP RST or ICMP port unreachable for UDP) is returnad to the sendar, whareas

with block the packet is droppad silently. In either case, the original packat is discardad.

Disabled [ Disahle this rule
Sat this option to disable this rule without removing it from the list.
Interface AN v
Choose the intarface from which packets must come to mateh this rula.
Address Family 1Pl v
Selact the Internet Protocol version this rule applias to.
Protocel Any “

Choose which IP protocol this rule should mateh.

Source [ Invart match. any i Source Address

Destination O Irvert mateh. any bt Dastination Acddress

Source

Les regles :

Firewall / Rules / WAN i =@

Floating WAN LAN IPsec

Rules (Drag to Change Order)

States Protocel Seurce Pert  Destinatien Port  Gateway Queue Schedule Descriptien Actions
O « 1/106KE 1P * * * * * * none LL000
Floating AN LAN IPsac

Rules {Drag to Change Order}

States Protecol  Source Port Destinaticn Port Gateway Queue Schedule Description Acticns
«  1/29.52MiB w & & LAN Address 443 * w Anti-Lockout Rule £F
80
0O « 2/34KB 1Py * * * # * * nona F.s00m
Firewall / Rules / |Psec = Ee

F\uahng WAN LAN IPsac

Rules {Drag to Change Order)

States Pretocol Source Port Destination Port Gateway Queue

O + o/ms 1Pred * * * * * *

Schedule Description Actions

none F.#000




Pour que tout fonctionne nous avons dd ouvrir le port 500 sur le routeur.

le pare-feu (pour équipements |Pv6).

v v Creer
a0 IP externes autorizées
) Adresse
Port Protocole Equipement IP
externe
500 UDP/TCP pfSense Toutes [I]
a00 UDPTCH pfsense-1 Toutes ﬁ:ﬁ



4- Authentication AD dans le Pfsense

On indique dans la configuration d’authentification du serveur I'adresse IP de
ce dernier ainsi que le Bind Crédential qui permettra au Pfsense de
s‘authentifier dans I'AD, I'authentication containers ou I'ont indique I'OU qu’il
utilisera pour identifier les utilisateurs et enfin le certificat.

Hisense

CoaMm 1 TY

System/ User Manager/ Authentication Servers/ Edit =0

Type -

LDAP Sarver Sattings

Hestname or IF address

Port valus
Transpori -
Paor Cortificats Authority L -hd w
Protocal weriian 1 -

Sedver Timenuld

Swarch seope

Authenlization contairmm

Exiended gueny Enable extended query
Bind aranymous Ui accrymious b ta sesrhee dalingushed names
Bind eredentials
Uiar namirg sttribute
Group naming sitrbule
Geoup meenber attribute

RFC 2307 Groups LOAR Server uses RFC 3307 style group membership

Group Objest Clags

Shall Authentxcation

Group O
UTF# Encods UTF& encode LOAP parsmeters before sending them 1o the server
Lsamame AMerations Do not strip away parts of the username after the § symbol

Allew unauthenticated Al unautivdt i-sled bind
bind

10



5- ’'UO Pfsense dans I’AD

Nous pouvons voir ici les utilisateurs dans I"UO utilisé par Pfsense pour
accorder l'acces au Vpn.

Bureau a + Collections * RDP/TSI oo ot amoner aae
_ PROPRIETES : CONNEXIONS §
= Vue d'ensemble TACHES ~ Dermiére TACHES =
i Serveurs Session 3 S @ ~
[ ] Collections Pragrammes RemateAgp
i RDP/TSE RAH\Utlisstewrs du damaine - feur Etat de I session Heure douverture de session  Heure de déconnedion  Durée dinactivité
- 4 B Utiksstewrs et ordinateurs Active Directory - B % o
&
- Fichier Action  Affichage 7
| 3 P - - —-
o250 B HE A hiETER
<
b 2 Un\:nsu:ao'dm:s?.lfsA:ws Mom Type Description
| Nequetes enregistices B sioandre Utilisateur
. PROGRAMMES REMOTE/ ~ i rahlocal B, gidier Utilisateur
Derniére actualisation le 17405, 1 Builtin -
R —— Computess & Huge Uniligateur
& Domain Controllers & Rayyon Utifsateur
ForegnsecurityPrincipaly =< Unlizateur
] Managed Senice Accour
) pfsense
Bureau a dstance mstsc Our 1 Users
SERVEURS HOTES
Derniére actualisation le 17/05/20 es serve:
< >
) - @
lom du serveur Type ureaus virtuels Autoriser les nouvelles collections
WINSERV1E  Hate de sesson Bureau a distance N/A viai
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6- Test Final

Nous pouvons enfin tester la connectivité entre les deux Pfsense :
Status / IPsec / Overview

C@xElm=e
Orvarview Laases SADs

SPDs

IPsec Status
IPsec ID Description Lacal ID Local IP Remecte ID

Remete IP Rele

Reauth Algo Status
<on1000: Tunnal 1012170 10002110 1072720 1012720 IKEwZ 27079 saconds AES_CBC ESTABLISHED
#1 respondar  (07:31:19) HMAC_SHAZ 256_128 $86 seconds (00:16:26)
PRF_HMAC_SHAZ_256 ago
MODP_2048
Li]
Status / IPsec/ Overview cCo=ln=e
Qverview Leases SADs SP0s
——
IPsec Status
IPsec ID Description Local ID Local IP Remote ID Remcte IP Role Reauth Alge Status
<on’000: Tunnal 1072020 10012.1.200 10012110 10.12.1.00 IKEv2 26519 seconds AES_CBC ESTABLISHED
#1 initiator  (07:21:59) HMAC_SHA2_256_128 1006 seconds (00:16:46)
PRF_HMAC_SHAZ_256 ago

MODP_2048

CEEEES
(1]

Diagnostics / Authentication

User hugo authenticated successfully. This user is a member of groups:

Authentication Test
Authentication Server LDAP DG e
Selact the authentication server to tast against.
Username

huge

Password e
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