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Test de vulnérabilité 

Présentation de NESSUS

Nessus est un outil de sécurité informatique qui signale les faiblesses potentielles ou avérées sur les machines testées tel que :
· Services vulnérables à des attaques
· Mot de passe par défaut (quelques mots de passe par communs, l’absence de mot de passe sur certains comptes systèmes)
· Nessus peut attaquer les mots de passes à l’aide d’un dictionnaire en appelant un programme externe
· Les services jugés faible (on suggère par exemple de remplacer Telnet SSH)

Test  Nessus

1) Test de vulnérabilité
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2) Vulnérabilités 
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3) Exemple de vulnérabilité

[image: ]
image3.png
«Back to Scan Templates

Settings

BAsIC
General
Schedule

Notifications

Credentials

Plugins @

Description

Folder

Targets

Upload Targets

TEST LAB

My Scans

192.168.1.47]

Add File




image4.png
TEST

«Back to My Scans

Hosts | 1

Fiter +

o

Vulnerabilities 17 VPR Top Threats ©

History

17 Vulnerabiliies

Name »

Common Platform Enumeration (CPE)

Device Type

Ethernet Card Manufacturer Detection

Ethenet MAC Addresses

ICMP Timestamp Request Remote Date Dis.

Local Checks Not Enabled (info)

Nessus Scan Information

Family 4

General

General

Misc.

General

General

Settings.

Settings.

Configure:

Count ¥

Audit Trail

Launch ~ Report v

Scan Details
Policy: Basic Network Scan
Status: Completed

Severity Base: CVSS v2.0
Scanner:  Local Scanner
Start: Today at 324 PM
End: Today at 326 PM

Elapsed:  2minutes

Vulnerabilities
® Ciical
® High

100* © Medum
® Low

Export





image5.png
ICMP Timestamp Request Remote Date Disclosure Plugin Details

Description Soverty: nfo
The remote host answers to an ICMP timestamp request. This allows an attacker to know the date that is set on the targeted machine, which ID: 10114
‘may assist an unauthenticated, remote attacker in defeating time-based authentication protocols. Version: 148
Type: remote
Timestamps returmed from machines running Windows Vista /7 / 2008 / 2008 R2 are delberately ncorrect, but usually within 1000 seconds of oy General
the actual system tme. Published: August 1, 1999
Modified: October 4, 2019
Solution

Fiter out the ICMP timestamp requests (13), and the outgoing IGMP timestamp replies (14)
Risk Information

Output Risk Factor: None
CVSS v3.0 Base Score 0.0
The difference between the local and remote clocks is 1 second. ‘VSS v3.0 Vector: CVSS:3. 0/AV-UAGLIPRN
JUINIS:UICNIENAN
Port » Hosts CVSS v2.0 Base Score: 0.0
CVSS v2.0 Vector: CVSS2#AVUAC:LAUNIGN
0/iemp 192.168.1.46 NNAN

Vulnerability Information

Vulnerability Pub Date: January 1, 1995
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